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The web is inherendy useful to
lawyers for two reasons. Firct, it is
oriented toward preparing, present
ing and retrieving infonnation.
Second, it permits inexpensive prc
motion oJ la*yers' selvices. This al1i
c1e provides a brief history of the
Intemet and the World \4/ide web,
descdbes the utility oJ this network
to lawyers, and e>.Tlahs the mechan-
ics of establishing an online pres-
ence with its colcomitant goals and
dangers.

Internet Histor,_y

The lntemet (the Net) was ueat-
ed two decades ago by the Advanced
Research Projects Administation ol
the Depaftment of Defense (ARPA)
as a bomb-proof coinmunication sys-
tem designed to keep military estab-
lishments connected in the event of
ruclear attack. The Net soon expand-
ed into the civilian world, conneding
universities, government laboratories
,JId large technologicalcompanies,
such as IBM and DEC.

The telm Intemet refe$ to a com-
puter "network o{ networks" (i?., an
Inter-net) that now s.pans the globe.
It is comprised of multiple, linked
computers that speak the same lan-
ellage (called TCP/IP) and have a
coordinated system of addresses.

As a communications mediun, the
Net has numerous advantages over
reellar mai: (snail-mail) and dre tele-
phone. First and foremost, the Net
was, and sdll is, very inexpensive to
access. Data can be sent hstanta-
neously to many locations at no cost,
thus allowing anyone to conduct a
mass mailing, Enomous amounts of
terl, video and audio can be transmit-
ted across the world within seconds
or minutes, at the cost of a local tele.
phone call. Data can also be posted
on the Net, thereby pemitting large
numbers ofpeople to "hit'' a particu-
lar a.rea and retrieve specific data,'Ite expense of computer hard-
ware initially limited Net access to
members of the govemment ('.got''
addresses), academic institutions
('.edu" addresses) , and laige compa-
nies ('.com" addresses), who used
their institutions' cosdy and powertul
mainftame computers to excharge
data. Today, with the advent ofinex
pensive and powerful personal com-
puters, individuals and small busi-
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nesses can tap into the Net on a cost-
ef8cient basis.

The World wide web

The Web was developed in 1990.
Created in E{rope to allorr'. particle
physicists to exchange data, it was
popularized in America by a sofivare
program cal1ed "Mosaic," the first'Web browsel' that took advantage
of the Web's $aphicai nature to cre
ate ar easy point anddick hterface
for "surfing" the Nel.

Techr cally, theweb is a specifl
cation Jor c.eating docrments with
eobedded links. By clicking on high'
lighted texl associated with a link, a
peason can jump from orle document
direcdy to another. These linl(s are
intrinsically multimedia and allow the
linthg of text to sounds, images and
video. Today, the world of web
brcvasels is big business because
there exists an enormous profit
potential for a company able to cash
in on a "Net opemting system" that
becomes widely accepted. The goal
of these companies is to become the
&/drfo standard for accessing the
Net, the same way that Midosoft set
the standard by which PCs operate.
Recent initial public offerings of Spry
Research and Netscape Communica-
tions poftend the potential growth
and proit in this arca.

Trpically, an entiry or individual
cxeates a customized "home page"
on the Web that sets forth promc
tional and other infonution. Home
pages should also, if properly con-
structed, contain linl(S to other relat-
ed home pages, as well as to other
documents that provide more'
detailed information. While one need
not have a home page to explore the
Net or even to rcceive email, a home
page is needed to present a graphical
or pictorial face to the public.

Because the Web is easy to use
and a Net connedion is inexpensive,
the number of non-technical persons
going online to post and retrieve
inJomation faom an ever€xpanding
network ofhost computen has
exploded. ln essence, a critical mass
of users has been reached, A person
can retrieve useful inJomation
through the Web in aknost any area
of interest. Recognizirg the potential
to reach an enomous audience,
large businesses such as IBM,

Eashnan Kodak and Federal Express
use graphical home pages accessible
fiiom the lveb lo adveftise their prod-
ucts alld serr'ices, to post employ-
ment opportunities, and even to offer
technical product support.

Small businesses have followed
the larger compalies and are now
establishing their own presence on
ihe Net. For a small business, a web
home page provides a large {orum
presence at litde cost - a virtual
storefront. Furthermorc, a potential
customer can access the business
page of a small company as easily as
a business page offered by a Fortune
500 company. Some small compa-
nies are deating hnovative pages
that have atlracted large numbers of
hits. For iJrstance, there are now
used car advertisements
(http://wwrH.webf oot.com/lots/us/
CA,/CAcar.lolhtml) and on line
antique auctions (lttp://www.
onsale.com) on the Web.

The Utility of the
Net for Lawy€rs

Given the presence of both large
and small bushesses on the Web,
one of the most important e'ays
laNyers can and will maintain and
develop client relations is through a
Net presence. At a minimum, clients
will expect their attomey to be able
to send and receive email. The ways
a lawyer can utilize the Net are:

E-mail
Many law frms akeady have

established on line e mail gateways
to communicate with clients. E mail
is in its infancy and irvolves only the
transference of tl4ed messages.
However, sophisticated users can
attach images of scanned documents
to messages. The fufure promises
video-conferencing with real-time
transmission of images and sound.
Thus, e-mail will be as geat an inro-
vation compared to the telephone as
the telephone was to regular mail.

Document Retrievo,
An attomey who sets up a home

page can post a vast database and
allow designated clients to access
specific pa.ts of that database wjth
passwords the attomey provides. By
various encry?tion methods, non-des-
knated users $aho do not have a
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password are blocked ftom access to
the database. The impact of ercry?
tion on commercial litigation will be
enorrnous. In the fuhre, lawyers will
exchange discovery by accessing
their adversary's home pages and
entering thepassword-protected area
containing the litigation-specifl c doc-
uments- These documents may thetr
be downloaded to the host computer
of the attomey requesting discovery.

Filing With Coutt
Many jurisdidions pemit elec

tronic filing of pleadings and motion
papers. Nerr'/ Jersey is presendy test-
ing an elechonic fling system in the
Monmouth Coun1)' Special Civil Part.
Statewide, New Jersey has an elec-
tronic progl?m that allows sul>
scriberc, for a dollar per minute, to
access the judiciary's automated
docketing system. This system lists
the complete fi1ing history for every
case and is the same system used by
cout personnel. For inJomation on
this system, contact the Superior
Court Administration otEce at (609)
2924987.

The state judiciary, thiough a
panel headed by Judge Eugene D.
Serpentelli, has had an active home
page since July of this year. The page
consists of an inilial cover sheet por-
trayirg a hie.archical view of the
couft system. Each coun6/ is listed.
By clickirg on a count/s link, the
user is brought to dlat particular
counry's home page. The counties
are still developing their pages, so
the linkage is not yet complete.'Ihe initial goal oJ the state's home
page is to educate the public th:rough
an online brochure of the couft sy$
tem. The long-tenn pian, however, is
to provide for attomey/couft e-mail,
as well as a complete online filing
system. The Serpentelli committee's
tasks arc to evaluate the impact of a
state judiciary home p3ge upon the
coufis and 1l] recofimend the appro-
priate modilications to accommodate
this new technology.

Information available on the Net
and through various "dial dirccf'
providers has grown, and is now easi-
er ard faster to access than ever
before. The evolution of I€xis@r
Nexis@ and Wesdaw is a good exam-
ple of the way in v/hich eleclronic

research has become easier, faster
and cheaper. tsot.h services initially
provided on line case law to lawyers
at great profl. To expand these profit
centers, Westlaw and I€xis@
brought inJoimation on-l;ne that did
not strictly concern the law, such as
an drray oJ newspapers and periodi
cals. These seffices, however, arc
neither the best nor the most ecG
nomical on-line sources oI nonlegal
information. Today, an attomey who
needs detailed inJo.mation on non
legal topics must venlure beyond
Wesdas. and l€xis@.

For example, a corporate lar,eyer
can instantly access financial inJor-
mation through EDGAR; a few yearc
ago compiling the same infomation
would have tahen hundreds of hours.
EDGAR compdses all documents
filed electronically with the SEC. The
plethora of infomation available
includes annual repofts, 10Ks ard
10Qs, as well as other detailed finan-
cial infomation. The SDC database is
current because many comparies
now file their statements eledronicii-
ly. A lawyer who has independent
and instant access lo ftis financial
infomation off€rs a greatly enhanced
level of seftice to his or her clients.
At present, access to EDGAR is free.

Nonlegal databases also prcvide
inJonnation dlat is invaluable to the
solo praai:itioner. For example, an
attomey considering brjnging an
action against a Uospective delendant
who is unin$red must know whetier
the defendant has assets that could
satisfy a judgment. An asset search
can be conducted with as litde infor-
mation as the individual's name. In
addition, another usefu16,?e of search
for defense cormsel is the plaintifs lit-
igation history - information which
can oltm make the difference
belween winning and losir\g a case.

Many other bryes of searches can
also be conducted. For example, an
hdividuai can be located any.where
h the country simply by entedlg
hlo the proper database his or her
Social Securi$/ number or name and
last-krown address. An individual
may also be idenliied by telephone
or license plate number. The amount
of information avaiiable online is so
q{tensive that specialists now
retrieve specilic inJormation on a per
request basis. Hiring such a special-
ist is ollen less expensive than con

ducting a Wesdaw or lexis@ search.
George Orwell nevcr imagined any-
thing like this.

How to conn€ct
to the Net Web

The tirst step in using the Web is
to seled a Net p.ovider that is a gate-
way to the Web. The names of a few
popr{ar access prcviders include IDT
(NewYorD, Netcom (1\lationa1),
Panix (i.{ew York), PSI (National),
and The Well (San Francisco) .

Subscribem aie connected to
access providers by a local telephone
tine or a leasedline. The former is
cheaper alld easier, while the latter
gives a much faster network connec,
tion. With telephone line se rice,
users dial in and establish a "tuan
sient" Net connection over the tele-
phone line at speeds of up to 28.8
kbps (thousand bits per second),
usirg either the PPP or SLIP proto-
col. Users have a Net "address" that
pemits them to send and receive e-
mail, to log onto other computerc, to
refuieve files, to read news groups,
and, most importantly, to surf the
Net ir style r,eith browsers such as
Netscape or Mosaic.

The major limitation of a telephone
line connedion is its lack of speed,
which is cuffenfly limil€d to 28.8
kbps. However, this speed will
increase with the advent of Integrated
Systems Digital Network (ISDI.I) con-
nections.ISDN, which uses a special
digital protocol over ordinary tele
phone 1ines, provides high-quali$
connections at speeds ofup to 5{i
kbps, which is twice modem speed.
Altematively, a user may have a
leasedline connecting it to the
provider and the Nel A leased-line
connedion fiasferc alata at speeds of
up to 1.54 mps (f1) , which is 55 times
modem speed. A leased-line connec-
tion is continuoos, thus dle firm is
always on-line. Frnally, cable modems
are on the hodzon and promise
speeds well in excess oJ ISDN lines
(approaching T1 speeds) at the cost
of a local cable subscription. Cable
conneclions are not continuous.

After establishing a comection
through a provider, the useis next
step is to build a home page. IJthe
firm has a telephone line comection,
the home page must be on the
access provide/s computer, because
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the use/s connedion is not continu
ous, Many providers offer use$
option of havirg their home page on
its system. Altemadvely, if the user
has a leased-line, it can keep its
home page on i1s own compulen.

One ofthe most important attribut-
es of any home page is its addrcss; ,.4
ils location in cyberspace. For a law
firm. a good address trTicalh identi-
fies the firm by its name. A propri-
etary address (?.g. finn name) should
be registered with the govemment
through InterNIC to protect the
orneis use ofits name on the NeL
Horor stories abound oI entities and
individuals who have been forced to
buy the use of their proprietary name
ftom someone who previously regis
tered it for the sole puryose of selliqg
it to the rightful owrler.

Writing a Web Home Page

From the onset, keep in mind the
purpos€ of the Web page and the
audience it targets. For a lawyer, the
page is an on-line promotional
brcchure that seftes as an inexpen-

sive way to reach a market of a{Jluent
and electronicallyfluent individuals.
To be most effective, the Web page
should be g?phical. For example, it
should show the firm's 1ogo. The
page should also provide a te),tual
description of the frm's vadous prac-
tice areas, with icons corresponding
to eacb, If the user presses on an
icon oJ a gavel, he or she may be
directed to the lirm's litigation
depafl ment.'Ihe browsing individual
can theleby access any practice area
sjmply by clickirg on an icon. Clients
should also be able to teave queries
to be answered by the firm. In addi
tion, the page should offer links to
other Web sites that give infomatior
of interest to the projecled audience-

Morc advanc€d functions can be
set up on home pages to make the
page intemctive. For example, the
client could be asked to supply a key
word to search briefs prepared by
the irm. The page could also provide
a ill'in folm Ior adding cornments to
a pafticular brief A client could also
download documents or data files.
Software has been ffeated to help

desknWeb documents. For exam-
ple, Microsoft has a plug in module
for Word for 147indows Version 6-
There is also HoTMetaL for PCs,
mML editor for Macs ard HMTL
mode for Unix Dmacs.

The more complex the Web page,
the more dilicult it is to create. All
text is written in an instruction lan
guage called TIIML (IIl'pefiext
Markup Langlage) . The program
sets forth the text that will appear on
the home page and the text that will
be "linl<ed" to related documents.
Links are the "hypef' in hgrerto't
More sophisticated pages contain
images and video, which require
familiarity with dilficult fomats such
as GIF ald JPEG.

Because the amount of infoma-
tion on the Net is so extensive, it is
very easy for a home page, no matter
how creative, to get lost in the flood
of data. Therefore, after a firm con-
structs its home page, it should regis
ter the page in an Intemet directoly,
the most prominent of which is
YAHOO! (http://wwx..yahoo.com).

Continued on page 26
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able" to a rninor"any comment,
request, suggestion, proposal, image
or olher communication that, in con
text, depicts 0r describes, in tems
patenlly offensivc as measured by
conlemporary community standards,
sexual or excretory activities or
organs, rcgardless of whelher tle
user of such se./ice placed the call
or initiated the communication" (drc
"patently offensive clause") 'i

TheThird Circuit held that the
patcndy offensive clause was uncon,
stitutional under the FirslAmend-
ment because it makes no reference
to communibr standards. Because a
reader of the CDA is "unable to
identiry the relevmt commun;ty
standard," the clause was unconsti-
tutionally vagre. On the issue of
protecting minors, the CDA was
also overly broad because it would
prohibit conrmunications amoqgst
adults as well as minors. It is impos
sible to veriS' the age of a user on
the lnlemct.

Wilhin a vrcek of the Third Cir
cuifs decision, the Justice Depaft-
ment filed a dircct appeal to the
Supreme Court.

Rutgers Universiq/ School of Iaw
Associate Dean Ronald K. Chen, the
attomey who represented Carlos
Diaz in his much-publicized chal-
lenge to Megan's l^aw, stated that the
mcdium of communication should
not be the subject of legislation.'s
Chen tufther stated that "there ;s no
difference between a Dewspaper ven-
dor box on a street corner or a com-
puter, and lhe qucstion is can gov-
emment legislate dgainst child
pomography or child solicitation. rd
Chen believes the govemment.d,
legislate agfist both.

Should New Jersey follorir these
o&er states and the federal govem-
ment and crjmjnalize speciic acts
committed while utiliziqg a comput-
er? No doubt that the children of our
communities need the state's protec-
tion. \lrhile the necessiq/ for laws
goveming computers is debatable,
we must not forget that the Irtemet
poses a danger thal has ncver eist-
ed before: access to children dght in
their owlr bedrooms.

Some children are told not to
speaK ro srlarLqeA. luoay, cnr oren
can go on-line and communicate with
millions of shangers- Technology
makes il possible for a child to be
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expioitcd or to receive pomogl aphy
in his or her own home. Can we
adapt anal enJorcc appropriate laws to
protect chiklrcn? The question
remahs to be answered. r:

Kermeth C. Palumo rs al.D. caz-
didate, 1997, at Rutge Unite i0
Schoal af Lru, Neuarh, and a Neu
yorh CitJ lolice aflxer. A gmtuatc of
JahnJat Co eee 0f Criminal Justi&,
Mr Pawmo has tublished articles in
iie New York liw Journal, Ncw York
State BarJoumal drd Police
Magazne. Ee alsa semes as a media-
tor far the citil coutl, cit! of Netu York,
i Manhattan.
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Practicing Cyberlaw
Continued from page 1 5

Security on the Net

With the explosion of online com
merce, the issue of security has
become paramounl, especially to
lawyers engaged in privileged com
nunicadons. Indeed, ir the futule, a
breach of on-line security will dam-
age a lawye/s reputadon in thc same
way that losing a sensitive document
would have in the past. IJ clients can-
not tftst an atlomey to manage on-
the communications, that larryer will
suffer irreparable halm to his or her
reputation.

The Net is htrinsically open and
intrinsically insccure becalse of its
development as a communications
tool shared by universitics. Unix, the
operaiing system that underlies the
Net, was developed by Bell labs and
attracted acadenicians because it
could easily connecl rnachines over a
network. Sharing and access were
the only priorjties until the hackers
in ded.

The first widely publiciz,ed "hack
er altack" on the Net was perpelrated
by Robeft Mords, a Comell graduate
student who created a "signafure"
virus (simildr to "Kilroywas here"),
which he planted on over 5,000 main,
Irame computers and other serv€rs
at vadous military, udversity and
business facilities. Moris intended
no hann: hori.ever, his virus b€came
malignant due to a programming
elTor, As a rcsult, the Net was shut
dofil for two days, and thousands of
sefterswere disabled. On May 16,
1990, Moris was convicted of violat-
ing the Computer Fraud and Abuse
Acl.'His case is the subjecl ofa cir-
cuit court opinion.'z

After Moris, thc next hacker to
gain noloricf uas Kevin D. Mitnick.
Unlike Morris, Mihick was a mali-
cious hacker who broke into nearly
30 sites and slole hundreds of tele-
phone calling card numbers, credit
cdrd numbers and a variely of other
sensitive ilrJo nation. Mitnick was
so bold fiat he even broke into the
computer of the govemment's com,
Puter emergency response team
(CERT) to steal security protocols
used to thwart hackers. This final
break-ir led to lrlitnick's demise; the
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i8. PallM. Barct, Cabe Fuirg [,4ay
Ponend InternetCurbs, WattSt. J. Juty
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WL311865 (E.D Pa.  June 1 l ,1996)

23. 47 U s.c. S 223)aX1)(B)(1996).
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director of CEm, Tsutomu
Shimomura, proclaimed his "mission
in life" uas to capture Mitnick.
Shimomura was actively involved in
the computer assisted manlunt that
led to Mitnick's apprehension
apprcximately foul months later. At
the arraignment, Mitnick ard
Shimomum stared icily auoss the
courtroom at each other as the jufue
read the indictment. As Mitnick was
being led a*?y in handcuffs, he
paused as he passed Shimomula and
whispered. "I respect your skills."

While computer break-in artists
are becoming more sophisticated,
many companies are newcomers to
the Net and lack sophistication
rcgarding security. Unlike compa
njes in the technological field, such
as Sun Microsystems, which actually
welcome hacker activif as an oppor-
tuniry to improve secudry systems,
dre worst thing Ior a novice is to have
his or her Web site hacked aparl
Securiry concems, combined with
dre maintenance that a reasonably
sophisticated Web site requires,
mandate that lawyerc with a Web

presence seek thc services of a spe
cialist erperienced in connecting
legal professionals. The specialist
should also havc c'xperience building
networks for law llrms.

Conclurlon

Commerce has taken over lhe
Net's Wodd lmde Web, formerly the
domain oI academicians and govem-
ment officials. The legal conrmunily
is following businesses orline
because the Web, with its interactive
capabilities, suppofts the posting and
retJieval of documeflls. l,awyers
must also adopt Web technology to
communicate with clients. In addi
tion, the Net is an invaluable
rcsearch tool, offering nearly enalless
infomaiion at the click of a button
and at a ftaction of the cost of
Westlaw and Irxis@.'lo best take advantage of the Net,
a lawyer should establish a home
page to present a graphical 'Tace" to
the public in the form of an on line
brochure. In the not too distant
future, the New Jersey court system

will have elechonic filings. If the
siate court system has the capability
to accept electronic filing before
lawyers can send il they will find
themselves beyond the times. 6!

Richard, Becker 
'rs 

a ci"il ntuatar
uith lfikntz, Goldman and Stitzer,
where he is i xralred in imllementing
the technalogies detailed in this afi[
cle- Afticles b! Mr. Becker on lau afid
te.hnolog) hau atlearelli theNew
Jersey l,awJoumal, t ? Neu Je$ey
lawyer Newspaper, t ? NewYork
law Joumal drd The Pmdical
Iawer. He &n be leache.d at:
sei t@aal.utn. Mark Gerstein ,s 4,
assistant lrofessor at Yale. He focuses
a Ntsirxg comr terc to analye frotein
struct res and seqxtences.
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The Seventh Circuids holding that
fivols enJorceability is not without
flav/s. For example, in stongly cdti-
cizing the district court s conclusion
that th€ terms of the contract must
precede or at least accompary the
sale transaction, the Seventh Circuit
wholeheartedly adopted the soft$?re
hdustrls position that jt is jmpracti-
cal to demand that the software sell-
er make iicense agreements available
before the exchange of cash and the
sale transaction. The adoption ofthe
software producers' position caused
the cfcuit court to make some erro-
neous holdings.

To bolster its reasoning by hjgh-
lighting tlle impracticalities of the
disftict couft s position, the Seventh
Cfcuit undermined its o\{n analysis.
First, the circuit couft noted that
"[v]enders can put the entire terms
ofa contract on the outside of a box
by using mic.oscopic tt'pe, remov-
ing other inJomation that buyers
might flnd more useful... or both."r!'l'he circuil coufl then held that
"[t]ransactions in which the
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exchange ofmoney precedes the
communication of detailed tems are
common."2o liut the circuit court
slipped when it atlempted to com
pare the sale of softuare to the sale
of a radio, stating that:

Consumer soods work the same way.
Soneone who nants to buy a radio set
visits a store, pa!'s, and walks out with
a box. Inside the box is a leaflet con
taining some tems, the most impor
tant of which is usuafly the mrang,
read for the firsttime in the comfort of
home. By tthe defendant's analysisl ,
dle, ananry in tl1c box is inele\ant ...
yet so tor as we are awarc no statf dis
resards warranties turdshcd with
consumer products."

This analysis is not legally accu-
rate, at least with respect to the war
ranties Ior consrmer goods. The
Magnuson-Moss Warranb, l'ederal
Trade Commission Improvement Act
and the regulations promulgated
thereunder, 16 CFR Section 702
(1996) - "Pre-Sale A!?ilabiliry of
Written Waranty Tems," make
clear that "the tems of any written
walTan1y on a consumer product
Imustl be made available to the con-

sumer (or prospective consumer)
prior to the sale of the product to
him" or her." In fact, the regulations
require speciic methods by v/hich
the wdtten waranties are to be made
available not only for in-store sales,
but also Ior catalog, mail order and
door-to-door sales. lnterestingly,
dlose rcquirements meet lhe dishict
cout's concem that, at the very least,
dre terms of the license agreement
must be made avaiiable to the pur'
chaser before tle sale. 'Iterefore,

cortrary to what the softrHare indus'
try and the Seventh Circuit would
like to believe, making warranties
available before a consumer sale is
not novel. In fact, it is the rule.

Additionally, the Seventh
Circuit's decis;on in P/oC, is some.
what at odds with theThird Circuit's
opinion k\ Stet-Sa1)er Data Slstems,
Inc. 0. lftse Technohg!.'3 Nthong:h
the Seventh Circuit distinguishes
Si?r-Sar?/ as simply a battle of the
forms case, the Third Circuit wouid
no doubt disagree. In Si?r-Sdr?/,
the purachaser argred that a contract
$ras formed ri/hen the defendani
"agreed, on 1ie telephone, to ship
the copy at the agreed price" and
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