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Functional genomics experiments provide important insight on phenotypes essential for per-
sonalized medicine. While publicly sharing of such data is extremely valuable for biomedical
research, it invokes privacy concerns. Although phenotypes are not necessarilty tied to an indi-
vidual’s genotype, extracting phenotypical information from these experiments involves using
raw sequencing reads that contain a large number of genetic variants. Therefore, reads from
functional genomics experiments are considered to be an important set point, which public
sharing is only possible in the form of aggregated representations such as signal profiles. There
is, however, great desire to share as much data as possible to enhance research reproducibility
and enable scientific discovery. Here, we study the quantification of sensitive information in
functional genomics data by deriving information theory based measures. We show that func-
tional genomics reads indeed leak a large amount of private information even at small sequenc-
ing depths and can be used to construct an individual’s complete variant set when combined
with imputation. We propose a privacy-enhancing file format enabling public sharing of reads,
which constitutes the largest portion of functional genomics data production. Our file format

allows accurate quantification of phenotypical data with minimum utility loss.



1 Introduction

With the decreasing cost of DNA sequencing technologies, the number and the size of the avail-
able genomic data have exponentially increased and become available to a wider group of audi-
ences such as hospitals, research institutions and individuals [1]. In turn, privacy of individuals has
become an important aspect of biomedical data science [2, 3] as availability of genetic informa-
tion gives rise to privacy concerns such that genetic predisposition to diseases may bias insurance

companies [4] or create unlawful discrimination by employers.

Early genomic privacy studies focused on identification of individuals in a mixture by using
phenotype-genotype association [5, 6]. These revealed that private information of an individual
such as participation to a drug-abuse study [5, 6] can be revealed. With the increase of large-scale
genomic projects such as Personal Genome Project (PGP) [7] or recreational/direct-to-consumer
genomic databases, researchers showed that multiple datasets can be linked together to infer sensi-
tive information such as pariticipant’s surnames [8] or addresses [9]. Such cross-referencing relies
on quasi-identifiers, which are pieces of information that are not unique identifiers by themselves,
but are well correlated with unique identifiers or can be unique identifiers when combined with

other quasi-identifiers [10].

Functional genomics experiments provide a wealth of information on genomic activities re-
lated to developmental stages or diseases that are essential for personilized medicine. These are
large-scale, high-throughput assays to quantify transcription (RNA-Seq) [11], epigenetic regula-
tion (ChIP-Seq) [12] or 3D organization of genome (Hi-C) [13] in a genome-wide fashion under
different conditions (e.g. samples from patients and healthy individuals). The biggest component
in inferring biological information from functional genomics experiments is the data analysis step.
It starts with the generation of DNA/RNA sequencing reads that are stored in special file formats

called fastq [14]. These files are large in size ranging from 5 GB up to 60 GB depending on the



purpose of the experiment. They are then mapped to human reference genome and these mapped
reads are stored in compressed binary file types called BAM [15]. While mapping sequences from
fastq files to human reference genome is computationally expensive, BAM files provide 1 to 2 fold
reduction in data size compared to fastq. The general belief is that BAM files create a set point
in the data production process in terms of privacy concern. Especially for high depth experiments
such as Hi-C or RNA-Seq, these raw reads can be used to identify the private SNPs, small indels,
and structural variants and therefore their accession requires oftentimes special permission. How-
ever, it is believed that other aggregated data computed using raw reads are free from genotypes
and can be shared. For example, the aggregated data formats for RNA-Seq experiments involve
signal profiles and gene/transcript quantifications. Such progressive summarization of the data still
allows researchers to make accurate biological conclusions, while providing further data reduction
of a ~20 fold. Although overall aggregation and averaging reduces biological information, private
information leakage also greatly decreases (Figure 1). On the other hand, recent studies on cross-
referencing eQTLs with gene expression levels [17] as well as inferring structural variations from
signal profiles [18] showed that there is no static set point in terms of private information leakage
and the private information leakage in all levels of the data production process need to be quanti-
fied and further processed before making them publicly available. In addition, sequencing data of
functional genomics experiments that does not require substantial depth are sometimes considered
to be safe to share without privacy concerns as the nature of these data is biased and partial. A
good example is that the genome of HeL a cell line requires special access, while we can access the

mapped reads from its ChIP-Seq data [19].

On the flip side of the coin is the utility of the mapped reads (BAM files) and challenges related
to dealing with private data. Accession to private data require use agreement that has an expiration
date and a tremendous amount of burocracy connected to it. Moreover, any secondary data product

becomes private and cannot be distributed. Problems associated with the distribution of secondary



data products from private biomedical data is exacerbated due to large file sizes. For example,
genome annotations that are derived from private functional genomics data require establishment
of their own databases. However, since such annotations are derived from private data, establish-
ment and distribution of these databases require extra levels of privacy related burocracy. Another
example to the challenges associated with private data is that big consortia such as ENCODE [20],
TCGA [21] or GTEXx [22] fund multiple research institutions and enable a collaborative working
environment through dedicated phone calls and meetings. In turn, all the participants need to go
through required access procedures with their institutions. Otherwise communication based on pri-
vate data is prohibeted due to data use agreements. Moreoever, when multiple institutions have
required access to the same data, they still cannot exchange files with each other. These challanges
create a bottleneck and hinder the progress of important biomedical findings. Open data helps the
advancement of biomedical data science not only with the easy access to the data, but also helping
with the speedy assesment of tools and methods and in turn reproducibility. Funding agencies and
research organizations are increasingly supporting new means of data sharing and new require-
ments for making data publicly available while preserving the participant’s privacy [23]. Embrac-
ing the both side of the coin, we ask the questions of how much information is enough information
to identify individuals and how we can protect the sensitive information with minimum loss of util-
ity in a publicly data sharing mode. This allows to push the set point further down the data analysis,
which in turn helps with the solving the complexity associated with private biomedical data. To
this end, we derive novel information theory based measures and apply these measures to quantify
the amount of leaked information in 24 functional genomic assays from ENCODE [20] at varying
coverages. Based on our findings, we develop new file formats that allow the public sharing of read
alignments of functional genomics experiments while protecting the sensitive information as well

as minimizing the amount of private data that requires special access and storage.



In this study, we use NA12878 as a case example and her 1000 genomes [24] genotypes as gold
standard genotypes. We sample reads from the sequencing data of functional genomics experi-
ments at increasing coverages and detect SN'Vs and indels using Genome Analysis Toolkit (GATK)
best practices recommendations [25, 26]. We propose a new metric for gantifying the amount of
information that can be obtained from sequencing data with respect to the gold standard. We next
present a simple and practical instantiation of a linking attack with the assumption of adversaries
accesing increasing amount of the seqencing data. We show that individuals are vulnerable to
identifications even at small coverages of sequencing data. We further show that with summation
of reads from functional genomics experiments and imputation through linkeage disequilibrium,
the leaked number of variants can reach the total number of variants in an indivudal’s genome. We
then provide a theoretical framework where the amount of leaked information can be estimated
from depth and breadth of the coverage as well as the bias of the experiments. Finally, we focus
on ways to publicly share alignment data without comprimizing individual’s sensitive information.
We propose privacy enhancing file formats that hide variant information, are compressed and have

minimum amount of utility loss.

2 Results

2.1 Information Theory to quantify private information in an individual’s

genome

An individual’s genome can be represented as a set of variants. Each variant is composed of the
chromosome it belongs to, location on that chromosome, the alternative allele and its correspond-
ing genotype. Let S = {s1,52,..,5;,..s5 } be the set of variants, then each variant can be represented
as s; = {v;,gi}, where v; consists of the location and alternative allele information and g; denotes

the genotype of the variant as 1 for heterozygous variant and 2 for homozygous variant. We can



then calculate the naive self-information of S in bits as

i=N
h(S) ==Y loga(p(si)). (1)
i=1

In eq.1 N is the total number of variants in an individual’s genome, p(s;) = n;/nr is the geno-
type frequency, in which #; is the number of individuals with variant s; = {v;, g;} and nr is the total
number of individuals in the panel. Note that we denote /(S) as “naive” information, because it is
an estimate of the real information in a situation where the population that the individual belongs to
is not known and the number of inidivuals are finite. Eq.1 holds only if variants are independent of
each other, which is not the case due to the correlation between variants in linkage disequilibrium
(LD). In theory, the population that the individual belongs to can easily be predicted by using a few
variants. However, from an adversary’s perspective, this will add one more layer of calculation, i.e
computational and time cost to identification attack. Eq.1 also an estimate to the information when

we consider all the individuals in the world (i.e limy, 0 2(S)).

To be able to understand whether naive information is a good estimate, we first calculate the
information with the consideration of LD scores taken from the European population of HapMap
project [27]. LD scores are pairwise correlations between variants, which we consider as the prior
information on the existence of a variant given other variants in the same LD block exist in a

genome. Then the information with LD consideration is calculated as

]
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LD(s;,s;) is the maximum LD correlation of variant s; such that mLD(s;,s;) = # m?x )LD(S,’, 5i)s
i#j,je(1,..N
where mLD(s;,s;) # mLD(s},s;).



Figure 2a shows a negligible difference between the naive information and information with
LD consideration for NA12878 genome. To understand the lack of difference better, we calculate
the self-information of each variant in an LD block with and without LD consideration. We show
that highly informative variants do not exhibit any difference due to the low LD correlations (Fig-
ure 2b). We further show that the number of variants that have difference between information
with and without LD consideration is small compared to highly informative variants having low

LD correlations on average.

We then estimate the information when the population size is infinite [28]. We sample fractions
in the order of 10%, 20%,..., 100% individuals from the 1000 genomes phase I panel (total of
2504 individuals) and calculate the information using the sampled distribution of genotypes. We
repeat this calculation for 100 times and calculate the mean information for each sampled frac-
tion. The relationship between the inverse of the sample fraction and the information fits best to
a power function with two terms (y = ax” 4+ ¢, R = 0.99). The y-intercept (c) of the curve is the
extrapolation of information when the population size goes to infinity (1/e = 0, Figure 2c). We
again found a negligible difference between the naive information and the information when the
population size is infinite (Figure 2a). The information is also calculated by starting from a single
individual and adding individuls one by one to the population (SI Figure 1). These individuals
are simulated using the genotype frequencies in the 1000 genomes panel and the LD information
from HapMap project (see SI methods). Both the information calculation and the KL-divergence
between different size populations show that as the size of the population increases, the difference

in the information decreases and eventually becomes negligible (SI Figure 1a-b)

In summary, calculations above show that the naive information can be an accurate approximate
to the private information content of an individal’s genome when the individual’s population is not

known and the population size is bound by the number of individuals in 1000 genomes panel due to



the relationship of information at n — oo > naive information > information with LD (Figure 2a).
That is, an adversary with no prior knowledge on the population of the sample and limited number
of individuals in a known genotype panel can accurately approximate the private information in

the sample.

2.2 Information Theory to quantify private information leakage in func-

tional genomics data

In an effort to understand the relationship between the leaked information and the coverage as
well as for a fair comparison, k£ amount of reads were sampled from the 24 different functional
genomic experiments and from WGS and WES data of NA12878 (see SI Table 1). Genome Anal-
ysis Tool Kit (GATK) is used to call SNVs and indels with the parameters and filtering suggested
in GATK best practices [25, 26]. The genotypes in 1000 genomes panel for NA1278 is used as
the gold standard. We use “naive” pointwise mutual information (pmi) as a measure to quantify
the association between the gold standard and the called variants. If S5 = {s7,...87,...,53} is the
set of variants from the gold standard and S CF (k) = {s1,..,s;,...,sp} is the set of variants called
from the k reads of a functional genomics experiment, then the set A = S¢S (N SFCF (k) contains the

variants that are called and are in the gold standard set. If A = {ay, .., a;,..,ar}, then

i=T
pmi(SF:STE (k) = — Y loga(p(ai)) 3)
i=1

We then add k£ more reads to the sampled reads and repeat the calculation. This procudere
is repeated till we deplete all the reads of a functional genomics experiment. Overall process is

depicted in Figure 2e.



2.3 Private information leakage in 24 functional genomics experiment at

different coverages

The pmi values for 24 functional genomics experiments are calculated at different coverages.
These experiments involve whole genome approaches such as Hi-C, transcriptome-wide assays
such as RNA-Seq and targeted assays such as ChIP-Seq of histone modifications and transcrip-
tion factor binding. In addition, the pmi is also calculated for WGS, WES, and SNP-ChIP for

comparison (Figure 3).

As expected Hi-C data contains almost as much information as WGS and more information
than SNP ChIP arrays. WGS data contains more information than Hi-C in the beginning of the
sampling process. As we sample nucleotides that are between around 1.1 and 10 billion bps, the
information content of Hi-C surpasses the WGS data (Figure 3a). We speculate that this is due to
better genotyping quality of the genomics regions that are in spatial proximity, as Hi-C has a bias
of sequencing more reads from those regions. As expected, we cannot infer as much information
from ChIP-Seq reads (Figure 3b). However, surprisingly many of the ChIP-Seq assays such as
the ones targeting CTCF and RNAPII contain a great amount of information at low coverages.
Furthermore, comparison between WES and different RNA-Seq experiments show that none of
the RNA-Seq experiments contain as much information as WES, which is due to the fact that
RNA-Seq captures reads only from expressed genes in a given cell (Figure 3c). The unexpected
observation is that more information can be inferred from polyA RNA-Seq data at low coverages
compared to WES and total RNA-Seq. To be able to make a fair comparison between all these
assays, we calculate the pointwise mutual information per bp at the lowest coverages depicted in
Figure 3a—c (pmi(STOF (kpin); ) /kimay). We found that ChIP-Seq reads targeting CTCF contains

even more information per basepair than WGS data at the lowest coverage we sample (Figure 3d).
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2.4 Genotyping accuracy

In light of the above findings, in which genotyping can be done using low depth, biased func-
tional genomics experiments, we asses the accuracy of genotyping by calculating the false discov-
ery rate at different coverages. This also measures how much noise that each assay captures. The
false discovery rate is defined as the ratio between the information obtained from the incorrectly
called variants (h(STCE | §65)) and the information obtained from all the called variants (h(S7¢F)),

namely

FDR(S"F (k) = h(S"F (k) | S9°) /n(S" (k) @)

Figure 4a shows that the false discovery rate for Hi-C data is lower compared to WGS data
at lower coverages. We attribute it to the deeper sequencing of the genomics regions in close
spatial proximity. Hence, sampling more reads from those regions at low coverages is more likely
compared to uniform sampling of reads from WGS. ChIP-Seq data has comparable false discovery
rate to WGS and Hi-C data, ChIP-Seq targeting CTCF having the lowest FDR (Figure 4b). We
further find that assays targeting transcriptome such as WES and RNA-Seq produce the noisest
genotypes among all the assays, only around 10% of the called variants being the correctly called

variants (Figure 4c).

2.5 Linking attack scenario

Linking attacks aim at re-identification of an individual by cross-referencing datasets (Fig-
ure 5a). For example, in an hyphotetical scenario, the attacker aims at querying an individual’s
HIV status from his/her phenotype data. This phenotype data is released with the individuals’
genotype information with an anonymized identifier for each individual. We assume that adver-
sary obtains access to this dataset either lawful or unlawful means. Now let’s assume that attacker
has access to a biosample. This could be partial or complete mapped reads from functional ge-

nomics experiments or a saliva sample taken from a used glass. The idea is to do genotyping to
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the biosample and find the matching genotype in the HIV status database. However, individuals
share many common variants with each other. The number of shared variants between individuals
is large within a racial population and even larger within a family. Then the question becomes how

well an adversary has to sequence an individual’s genome to be able to do succesful linking.

For this, the attacker calls variants directly from the reads of anonymized functional genomic ex-
periments. Then he/she compares the called noisy and incomplete genotypes to the genotype data
panel and finds the entry with the highest pointwise mutual information. This reveals the sensitive
information for the linked indivudal to the attacker. We then consider a scenario that the attacker
has access partial or increasing amount of reads to find out when the data crosses the set point and

becomes private.

Based on the pmi values of each experiment at different coverages, we define a metric for linking
accuracy called gap;. To calculate this metric, we first rank all the pmi(S* 9F (k);S") where S¥°F (k)
is the set of called genotypes from the functional genomics experiment at total coverage k and S
is the set of genotypes of individual i in the panel of genotypes. gap; for each individual i at total

coverage k is calculated as;

pmi(S*GE (k):8")

omi(SFOE():s)0 AL rank(pmi(SFOF (k);S") < 5 and rank(pmi(SF9F (k);S7) =2

gapi =
0, otherwise

We then define that if gap; is O for the individual i, whose functional genomics data is used, then
the individual cannot be identified as there are other individuals in the panel that have the matching
genotypes. If 0 < gap; < 1, then the individual i might be vulnerable with auxilary data such as
gender or ethnicity, because he/she is in the top 5 macthing individuals. If 1 < gap; < 2, then the

individual i is vulnerable as we can identify him/her with 1 to 2 fold difference between him/her
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and the second best match. Lastly, if gap; > 2, then the individual is extremely vulnerable with

more than 2 fold difference between him/her and the second best match (Figure 5a).

We find that NA12878 is extremely vulnerable even at the lowest sampled coverages for Hi-C
and RNA-Seq data (Figure 5b). More interestingly between around 1.1 and 10 billion basepairs,
the Hi-C data exhibits higher linking accuracy than WGS data, consistent with the previous ob-
servation of pmi shown in Figure 3a. The total of coverage of ChIP-Seq data compared to Hi-C
and RNA-Seq is quite low (SI Table I). However, the linking accuracy of ChIP-Seq is as good
as Hi-C and WGS (Figure 5b), which shows extreme vulnerability of individuals with respect to
release of such small amount of data. More strikingly, attacker can link NA12878 by using the
reads of single-cell RNA-Seq data, which cover a small portion of the genome in a single cell (Fig-
ure 5d). We then added the variants of NA12878’s parents to the 1000 genomes genotype panel
and repeated the linking attack. We found that although NA12878 is still extremely vulnrebale to
re-identification in the presence of her parents in the database, the second best matching individ-
uals are her parents (SI Figure 2). This shows that using the metric gap, an adversary can also

identify individuals related to the target individual.

2.6 Individual’s genome can be accurately approximated from publicly avail-

able data by imputation

To answer the question whether an attacker can correctly assemble an individual’s variants by
only using the reads from ChIP-Seq and RNA-Seq experiments, we impute variants by using IM-
PUTE?2 [29, 30, 31] and the variants called from ChIP-Seq and RNA-Seq experiments. We then
collected all the called and imputed variants in a set. Although imputed variants do not contribute
to the information due to high correlation with the called variants (SI Methods and SI Figure 3),
total number of captured variants increases significantly (Figure 6a). By using shallow squencing

data of ChIP-Seq and RNA-Seq, we were able to call and impute variants almost as many as the
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gold standard variants.

We then ask the question if we can infer potentially sensitive phenotypes from these variants.
Figure 6b shows a small set of example variants associated with physical traits such as eye color,
hair color or freckles. Many of these variants are in the called set of Hi-C, ChIP-Seq and RNA-Seq

data. Number of variants associted with traits further increases with imputation as expected.

2.7 Toy model for estimation of amount of leaked data without variant call-
ing

Genotyping from DNA sequences is the process of comparing the DNA sequence of an individial
to that of reference human genome. To be able to do succesful genotyping, one needs substantial
depth of sequencing reads for each base pair. According to the Lander-Waterman statistics for
DNA sequencing, when random chunks of DNA is sequenced repeteadly, the depth per basepair
follows Poisson distribution with a mean that can be estimated from the read length, number of
reads and the length of the genome [32]. Since functional genomics experiments aim at finding
highly expressed genes, TF binding enrichment or 3D interactions of the genome, it is expected
that the sequencing depth per basepair does not follow the Poisson statistics. Thus, the genotyping

using reads from functional genomics experiments is biased towards the variants that are in the

functional regions of the cell types/lines of interest.

To this end, we hyphotesized that the genotyping from the sequencing based functional ge-
nomics data depends on the average depth per base pair (d) , the total fraction of the genome that
is represented at least by one read, also called the breadth (b = Z?]:l [d; > 1], N is the total number
of nucleotides in the genome) and a parameter 3 that estimates the sequencing bias, i.e. how much
the distribution of depth per basepair deviates from the Poisson distribution (Fig. 6¢). The bias

parameter f3 is composed of two terms: (1) the negative bias B— and (2) the positive bias S+.
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Negative bias estimates if there is an increase in the number of low depth basepairs relative to
mean with respect to espected Poisson distribution and the positive bias estimates the increase in

the number of high depth basepairs (see SI for more details).

To quantify the genotyping from the functional genomics data, we used “naive” normalized
pointwise mutual information (npmi). It takes into account the information from the correctly iden-
tified genotypes (pmi(STE;56%)), the information missed that is in the gold standard (h(S% | SFCE))

and the information from the incorrectly identified genotypes, i.e FDR (h(SFCE | $95)) as;

- FGE. ¢GS +( FGE. ¢GS

h(sFGE}sGS) o h(SGS ‘ SFGE)+pmi(SFGE;SGS) +h(5FGE ‘ SGS)

npmi(

With the assumption of npmi(S¥E;8%5) = f(drge,brce, Brge), we used Gaussian Process
Regression (GPR) [?] to fit 40 training data points and achieved a root mean square error (RMSE)
of 0.06 with the values ranging between [0,35] (Fig. 6d). 5 separate data points were used as test
set and an RMSE of 0.07 was acheieved (Fig. 6d),see SI for more details). The regression learning
is performed using 10 fold cross-validation to protect against overfitting. This toy model represents
a proof of concept suggesting a theoretical framework for the estimation of amount of leaked data
from functional genomics experiments without the need of performing time-consuming genotyping

calculations.

2.8 Unique combination of common variants contribute significantly to the

information leakage and linking accuracy

We next analyze whether a linking attack can be prevented by removing rare variants from the
datasets as their contribution to the information is the highest. To understand the cut-off for the
frequency of the variants that need to be removed in order to fail at linking, we calculate the

naive information of the gold standard genotypes in the 1000 genomes panel with and without
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the presence of the NA12878 (Fig. 6a). The genotypes that deviate from the diagonal the most
are the ones that contribute the most to the overall naive information. We group the genotypes
into three categories based on their contribution to the overall naive information as depicted in
Fig. 6a. We first remove genotypes in the category I from the NA12878 variant list. These are
the genotypes that are unique to NA12878. We expected that removal of category I genotypes will
affect the linking accuracy greatly. However, we surprisingly found that removal of these unique
genotypes affects linking minimally and the individual is still extremely vulnerable to linking at-
tacks (gapnai2878 > 2,Fig. 6b). Therefore removing genotypes that are unique to the individual
from functional genomics data would not be enough to protect the individual’s sensitive infor-
mation. We then relaxed our criteria and removed the variants in category II, which includes the
variants in category I and more. We again found that individual is extremely vulnerable to linking
attacks (gapnai2878 > 2,Fig. 6b). We finally relaxed the cut-off further and removed any vari-

ant that has information contribution 6 bits or higher. This also did not affect the overall link-

ing (gapnai2878 > 2,Fig. 6b).

The genotypes in these 3 categories are rare in the 1k genome panel. They are seen 64 or less in-
dividuals including NA12878. A practical solution to the re-identification problem using functional
genomics data would be masking or removing such rare genotypes from the reads. However, as it-
eratively shown here that although rare variants are extremely informative and sufficient enough
to do re-identification through linking attacks, their removal is not sufficient to fail at re-identifi-
cation. That is, not only the rare genotypes but also the unique combination of common genotypes
are identifiers of genetic make-up of an individual. To further support this calculation, we added
the genotypes of the parents of NA12878 to the panel and found that linking is still succesful with

an extreme vulnerability (gapyai2878 > 2,S1 Fig.2).
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We then analyze the contribution of small indels to the naive information and whether accurate
linking is possible when we remove all the single nucleotide mutations from the data and keep the
indels. Fig. 6¢ shows the information contribution of the indels. Although naive pointwise mutual
information from indels are much smaller compared to single nucleotide mutations, a high linking
accuracy can be achived by using only indels even at small coverages (Fig. 6d). This linking attack

is done using the most noisy data set we have (total RNA-Seq) to make linking more difficult.

2.9 Privacy-enhancing file formats for functional genomics experiments

After discovering neither common variants nor indels can be publicly shared, we seek for ways
to share the mapped reads of functional genomics data. The purpose is to share maximum amount
of information with minimum utility lost while maintaining the individual’s privacy. As a privacy
metric, we aim to prevent leakage of any variants as well as any quasi-identifier that can lead to
identification of position of variants in the genome. For utility measure, we used the following

equation:

U= % ©)
In Eq. 7, d is the mean number of reads that overlap with a basepair or with a functional unit such
as exons. RMSE is the root mean square error between the real depth and the depth after distorting

the file to make it private. For a genome with N number of basepairs or exons, it can be calculated

as:
N ldi—dl|
N

RMSE = (7)

d; is the real number of reads for ith basepair, wheras dlp 1s the number of reads obtained from the
distorted file. U measures the percentage of the depth per bp that are correctly reported on the pri-
vatized file format, while RMSE is the mean difference between the depth of a nucleotide between
privatized and original files. According to U and RMSE, the high depth regions of genome, i.e. the

functional regions, will be penalized more if the new file format reports the depth different than the
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original depth, while the low depth regions such as low expression genes will be penalized less. As
the purpose of functional genomcis experiments is to annotate functional genome, the utility metric
measures the quality of the annotation when the analysis tools are performed using privatized file

formats.

The reads from the SAM/BAM/CRAM files are categorized as perfectly mapped reads that in-
cludes also intronic reads and reads with mismatches, insertions, deletions, soft- and hard-clipping.
We remove the sequence of the reads and keep mapping quality, start coordinates, fragment lengths
and flags related to mappability of the reads while adjusting the cigar and alignment scores such
that leakage of variants are masked (Fig. 8). The details of how new file format deals with reads

are reported in detail in SI Methods with a detailed figure (SI Fig. 3).

Such treatment of cigars introduce noise to the reads especially with deletions since the start
coordinates and total length of the fragments are unchanged (Fig. 8a-b, see SI Methods and SI
Figure 4). However, our utility analysis showed > 99.9% accordance with the original depth of the
nucleotides. As can be seen from the scatter plots, noise is mostly introduced to basepairs with low
depth (Fig. 8c-d). We call this file format pPSAM/BAM/CRAM. The pBAM file format contains the
necessary information to be used in functional genomics pipelines such as gene expression quan-
tification and transcription factor binding peak calling. We then create a “.diff” file that contains
the information that are distorted in the pBAM files, except the sequence of the reads. Instead of
reporting the entire sequence of a fragment, we reported the nucleotides that are different than the
reference sequence (see SI). “.diff” files are private files that require special permission for access.
The advantage of locking up the “.diff” files instead of the entire BAM files is that they are smaller
in size, hence it is easier to store and move these files. A user is able to reach the original BAM file
when they have access to the .diff file and a script can convert pBAM + .diff + reference genome

into the original BAM file (Fig 8b).
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3 Discussion

Functional genomics experiments provide large amount of biological data. These are large-scale,
high-throughput assays based on sequencing. In turn, a great amount of genotype information can
be recovered from the raw reads. Therefore, raw reads almost always require special permission for
access. The size of these protected files can go up to few gigabytes. Thus, private accesion to this
data creates one more layer of complexity in terms of processing, analysis and data transfer by pos-
ing an excessive administrative burden on academic. Moreover, functional genomics experiments
advanced our undertsanding of health and disease by revealing function of the genome under dif-
ferent conditions. The quantification, analysis and the interpretation of functional genomics data
are still not entirely developed, hence extensive sharing of functional genomics data accelerate

collaborative research and reproducibility.

Although re-identification of individuals using DNA variants is a well-studied area of genomic
privacy, the quantification of private information content of the functional genomic data and open
access to such data without comprimising individuals’ identity have not been well studied. We
have derived information thery based measures to systematically quantify the sensitive informa-
tion leakage of functional genomics data. Our results demonstrate that extremely accurate linking
attacks can be performed when an adversary have access to fairly small amount of reads from
functional genomics experiments. Although these experiments are not performed for the purpose
of detecting variants, our results show that the nature of functional genomics data is similar to
whole genome sequencing data and rich information about an individual’s identity can easily be
inferred when combined with imputation. These results reflect the reasoning behind the neces-
sity of special permission acces to this data. We further showed that the information leakage of
functional genomics data can accurately be estimated by using only three variables that are easily
accesible from the sequencing data. This framework is likely fruitful for early estimation of private

information leakage from any sequencing data before their release without the need of doing costly
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genotyping calculations.

Analysis and interpretation of functional genomics data start with the alignment of sequencing
products obtained from functional regions of genome to the reference human genome. In this study,
we showed that even a small portion of these reads leaks great amount of sensitive information.
SNPs, small indels and structural variants can be identified using these reads. Consequently, the
files that contain mapped raw reads are not publicly available, while aggregated data computed
using raw reads are considered to be free of sensitive information and can be shared publicly. This
marks a set point in the data processing chain, where below the set point data contains sensitive
information and cannot be shared, wheras above set point the data is freely available (Fig. 1). Al-
though the idea of set point is effective in sharing data without comprimising individual’s identity,
in practice it does not work due to couple of reasons. Firstly, aggregated data such as signal profiles
or gene expression levels are shown to be strong quasi-identifiers that leak sensitive information.
Secondly, functional genomics data analysis is still an evolving field. Ditferent analysis techniques
that generates aggregated data such as gene expression levels have been implemented. Thus, pro-
tecting mapped reads is detrimental to progress of biomedical research as well as implementation

of reproducible pipelines.

[[GG2MG: Following paragraph about differential privacy adopted from JP’s genoshare paper]]

In order to overcome bottlenecks related to data sharing and answer privacy-concerns, researchers
proposed solutions such as differential privacy [?, ?, ?]. Differential privacy solutions often supress
and add noise to the data, so that the dataset retrieves the same result with and without the indi-
vidual’s information in it [?]. It was suggested that solutions based on differential privacy are not
suitable for sharing raw reads from a single individual, because they aim at protecting sensitive
information when the data from multiple individuals are aggregated in databases [?]. Another

concern about the solutions based on differential privacy is the utility of the privatized data as,
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for example, association studies based on relationship between genotypes and phenotypes require
complete accuracy [?]. However, solution becomes less complex for sharing raw reads from func-
tional genomics experiments as the main purpose of functional genomics data is not related to
genotypes, but rather annotation of functional regions of the genome under different conditions
such as cancer. Therefore, privacy-preserving solutions for sharing raw reads of an individual’s
functional genomics data can dismiss the accurate sharing of genotypes and focus on the utility of

the data in terms of annotation of functional genome.

To this end, inspired by the essence of differentially private solutions, we propose means to
share raw reads from functional genomics data without comprising individual’s sensitive infor-
mation. We created privatized data formats, in which the functional annotation of genome is as
accurate as possible with and without the genotype leakage from the reads. We showed that we can
accurately compute the signal profiles and gene quantifications with more than 99% recovery. This
new file format called pBAMs enable researchers to share the mapped reads, which are largest data
product of functional genomics experiments. To easen the challenges associated with moving and
storing of large special access files, we created light-weight .diff file format that consists of the
differences between pBAM and BAM files in a compact format. This allows us not to repeat the
sequence information in the human reference genome files in .diff files and reduces the size of the
private files significantly. [[GG2MG: I will add "ENCODE uses these files” after we have the call

with them]]

[[GG2MG A little bit recycling from PrivaSig but we can change the sentences more if needed]|Presented
framework can be used to quantification of sensitive information from the raw reads of functional
genomics experiments and conversion of raw files to privacy-preserving file formats. We address
the most obvious leakage and provide solutions for quick quantification and safe data sharing.

However, it is useful to review all the sources of information leakage from functional genomics



experiments. For example, the next source of leakage is from the signal profiles in RNA-Seq,
which was addressed elsewhere [18]. There is also leakage from gene expression quantifications,
which was shown to be connected with variants through the eQTLS [17]. We also anticipate more
leakages to be discovered as new functional genomics experiments are developed. Combined with
the increasing attention to genomic privacy, we expect future studies will lead to novel privacy-
preserving solutions in an open data sharing mode.

-[[GG2MG we can also claim that signal profiles created from pBAMs are safe to share? there is

tehcnically no dip in the signals]]
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Figure 5: Illustration of a linking attack and the accuracy of linking. (a) The publicly available
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1 Suplementary Information

1.1 Simulation of individuals

In this study, we simulated individuals that belong to European (CEU) and African (YRI) popula-
tion. These individuals are simulated based on the genotype frequency of derived from the popu-
lation in 1000 genomes panel [?] and the LD relationship of the population in HapMap project [?].
Once we determine the population that the simulated individual belongs to, we draw a random
variant with its genotype based on the probability of seen that variant with the genotype in the pop-
ulation. We then determine all the other variants that are in LD with the drawn genotype. We use
the LD correlation as the joint probability of two variants being observed simultaneously and based
on that decide if the correlated variant will be simulated or not. The joint probability is adjusted
based on the genotype of the two variants. If both variants are simulated as homozygous, then the
joint probability is assumed to be equal to the LD correlation. If at least one of the variants is het-
erozygous, then the joint probability is assumed to be equal to the half of the LD correlation. We
continue this process till we exhaust all the variants observed in the population. We first simulated

100 individuals that belong to CEU and then 100 more individuals that belong to YRI populations.

1.2 KL-Divergence

KullbackLeibler (KL) divergence is a measure to quantify th difference between the distribution
of two probability distribution. For discrete probability distribuions P and Q, the KL-divergence
from Q to P is calculated as [?]

Qo(i)

D (PIIQ) = = Y P(i)log 1y (1)

In the contxt of simulating individuals, we interpreted KL-divergence as the information gain

achieved by the addition of a new individual to the population, i.e. Dgp (P""!||P"), where n is



the size of the population before the addition of new individual.

1.3 Calculation of information after imputation

Using partial variant set when a variant imputed, naturally the amount of information gained from
imputed variant is low as we have prior information on the probability of observing imputed variant
due to the LD correlation. IMPUTE?2 [?] prints a probability for each genotype for a given variant
and an info column that is a measure for the confidence of observing the variant. Confidence
value (c; for variant s;) is reported as a number between 0 and 1. We first removed all the imputed
variants that have confidence below 0.3. We then selected the genotypes that have the highest
probability for each imputed variant. As the confidence value gives a priori information on the
probability of observing the imputed variant. We then calculated the information gain from the

imputed variant s; as,

R™ (i) = (1 —c;)h(s;) 2)

1.4 Gaussian Process Regression (GPR) to estimate information from se-

quencing properties

In order to increase the number of data points, we addede sampled reads to the 24 functional
genomics data. The added sample reads are from Hi-C as Hi-C experiments have large number
of reads and sampling does not alter the depth distribution. Moreover, if the sampled reads are
between the range of 1 million bp to 10 million bp, it can mimick ChIP-Seq data. This allowed us
to have total of 45 data points. We found that normalized pmi for these data points ranges between
0.005 and 0.35. To avoid the problems due to the precision, we magnified npmis by a factor of o
as following;

. 1~
npmi( = af(dFGEbeGE7ﬁFGE)



We set o to 100. We then randomly selected 5 data points and removed them from the dataset to
use it as independent testing case. For the reamining 40 data points, we tried many regression learn-
ers including linear regression, regression trees, Support Vector Machines, and Gaussian Process
Regression. Although they all exhibit good prediction with low root mean square errors (RMSE),
Gaussian Process Regression with an exponential kernel reported the lowest RMSE. The GPR is
a non-parametric Bayesian approach, which is powerful to capture noisy relationships between
inputs and output by optimizing large number of parameters hence allowing the level of complex-
ity to be decided by the data through Bayesian inference [?]. We used MATLAB’s Statistics and

Machine Learning toolbox to perform fitting.

Privacy-enhancing file formats for functional genomics experiments

Privacy-enhancing file formats can be generated for SAM, BAM and CRAM files. For simplicity,
we will refer the regular files as BAM and the privatized file format as pPBAM. The difference be-
tween the regular files and the privatized files are on the fields of cigar, sequence and the alignment
score. Let’s assume read length for the sequencing experiment is 76, which is the total number of
nucleotides in a fragment. Below are itemized description of how cigars are converted to privatized
cigars along with examples.:

Cigars in non-intronic reads (i.e cigars with no ‘N)

e Cigar for perfectly mapped reads is a number of read length followed by the letter ‘M”,
indicating every nucleotide in the read is mapped to the reference human genome. This also
means that there is no variant in this read. In this case, regular BAM has ‘76M” in the cigar

and pBAM will have “76M” in the cigar as well.

e Cigar for reads that contain a mismatch is marked with the letter ‘X”. For example, if the
10th nucleotide in the fragment has a mismatch, then the cigar in the regular BAM becomes

‘OM1X66M”. This usually means that there is a SNP on the 10th nucleotide of the fragment.



Since we know the start coordinate of the read from the regular BAM, an adversary can easily
infer that there might be a SNP on the ‘start 4+ 10" coordinate of the genome of the sample.
To prevent that we convert ‘OM1X66M” to ‘76M” in the pBAM file. This conversion does
not add any noise to the results since ‘start + 10”" is observed in the functional genome,
however as a different letter and processing of functional genomics data deals with the depth

rather than the letter of the nucleotide.

Cigar for reads that contain soft-clipping is marked with the letter ‘S”. For example, if
the first 5 nucleotides are soft-clipped from the fragment, then cigar becomes *5S71M”. The
start coordinate reported as the beginning of mapped nucleotides, which is the 6th nucleotide
of the fragment. In this case we report the cigar as *76M” and keep the start coordinate as
it is. This is because soft-clipping can be due to a structural variant, insertion or a deletion.
The associated noise with this conversion is that the coordinates between ‘start + 72" and

‘start + 76 gain extra read, i.e depth.

Above point applies for the reads with hard-clipping that are marked by the letter ‘H”.
For example, if the nucleotides from 6th to 25th are hard-clipped from the fragment, then
cigar becomes '’SM20HS51M”. In this case we report the cigar as *76M” ignoring the hard-
clipped nucleotides. The associated noise with this conversion is that the coordinates be-

tween ‘start + 6 and ‘start 4+ 25 gain extra read, i.e depth.

Cigar for reads that contain an insertion is marked with the letter ‘I”’. For example, if the 23th
to 30th nucleotide in the fragment is an insertion, then the cigar in the regular BAM becomes
22M8146M”. Since we know the start coordinate of the read from the regular BAM, an
adversary can easily infer that there is an indel on the “start +23" coordinate of the genome
of the sample. To prevent that we convert ‘22M8I46M” to “76M” in the pBAM file. The
associated noise with this conversion is that the coordinates between ‘start + 22 +46” and

‘start +22 + 46+ 8” gain extra read, i.e depth.
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e Cigar for reads that contain an insertion is marked with the letter ‘D”. For example, if the
13th to 14th nucleotide in the fragment is a deletion, then the cigar in the regular BAM
becomes ‘12M2D62M”. Since we know the start coordinate of the read from the regular
BAM, an adversary can easily infer that there is an indel on the ‘start + 12" coordinate
of the genome of the sample. To prevent that we convert ‘12M2D62M” to ‘76M” in the
pBAM file. This conversion does not add any noise to the results, because if there is high
depth around these 2 deleted nucleotides, there is functional enrichment in that fragment
regardless of the deletion. This also prevents signal profiles to leak the small deletions as the

curve that corresponds to the deletion will look smooth based on its neighboring nucleotides.

e There are also cigars that may have multiple of the above letters. Here are a few examples

and the solution:

— Cigar ‘3S15M3140M2D13M” becomes *76M”, which introduces noise to only to 6th

nucleotides that are on the coordinates between ‘start +70” and ‘start +76”.

— Cigar ‘25H30M2X5M3D11M” becomes *76M”, which introduces noise to only to 6th

nucleotides that are on the coordinates between ‘start +52” and ‘start +76”.

Cigars in intronic reads (i.e cigars with ‘N”)

e Cigar for perfectly mapped reads but split due to the introns are split by the letter ‘N”. For
example, if there is a 1000 nucleotide long intronic region between mapped regions, it can
have a cigar as ‘30M1000N46N”. In this case pPBAM will have a cigar of 30M1000N46N”

as well.

o [f the reads are split in the mapped regions due to mismatch, insertion, deletion or clipping,

then pPBAM deals with them such that splice sites are accurate. Here are few examples;

— Cigar ‘3S30M1000N15M2D26M” becomes *30M1000N46M”. This does not add any

noise to the final signal.



— Cigar ‘10M3123M1000N20S20M” becomes *33M1000N43M”, which introduces noise
to 20 nucleotides that are on the coordinates between ‘start + 33 + 1000 + 21" and

‘start + 33+ 1000 +40”.

— Cigar ‘10M3D23M1000N30M2I8M” becomes *33M1000N43M”, which shifts the in-

tronic regions 3 nucleotides to the right.

Details of these examples are depicted in ??.

We remove the sequences when we convert BAM files to pBAMs. We also change the alignment
scores in the pBAM files. Alignment scores vary depending on the sequencer. But, typically
highest score corresponds to the perfectly mapped fragments. Therefore, if we see a alignment
score smaller than the maximum in the files, we convert it to the maximum score. For example, if
the maximum alignment score for the sequencer is 152 for 76bp length read. If there is any read

that is reported as ‘AS:0:140”, the it is reported as ‘AS:0:152” in pBAM.
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Supplementary Figure 1: Change in information as the population size increases (a) Informa-
tion vs. the increasing number of individuals in the population. (b) KL-divergence between the
population with n individuals vs. n+ 1 individuals.
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Supplementary Figure 2: The distribution of pmi values when the parents of NA12878 are
added to the 1000 genomes genotype panel.
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Supplementary Figure 3: The contribution of imputed variants to the naive information When
we do not consider the a priori information we obtained from imputation, we infliate the infor-
mation gain from the imputed variants (cyan curve). When we remove the a priori information
from the information gain, it shows that there is negligible information gain from the observation
of imputed variants due to high correlation (red curve). The information before the imputation is
depicted with green curve.
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Supplementary Figure 4: Visual representation of mapped fragments before and after convert-
ing the cigars for pBAM file format. The insertions, deletions, soft and hard-clipping as well as
intronic reads are depicted. The noise that is added to the pBAM file in order to enhance privacy
is also depicted in the fragments.



Supplementary Table 1: The functional genomics experiments used in this study with their total

coverages

ENCODE ID/Source | Experiment # of Reads Read Length
1kG WGS 757,704,193 | 255
1kG WES 212,461,381 | 76
Rao et al. 2014 Hi-Cexp 1 PE1 219,616,072 | 101
Rao et al. 2014 Hi-C exp 1 PE2 220,087,882 | 101
Rao et al. 2014 Hi-C exp 2 PE1 448,843,710 | 101
Rao et al. 2014 Hi-C exp 2 PE2 451,088,484 | 101
Rao et al. 2014 Hi-C exp 3 PE1 536,684,803 | 101
Rao et al. 2014 Hi-C exp 3 PE2 536,101,709 | 101
ENCSRO00CVT Total RNA-Seq 227,501,266 | 202
ENCSR000COQ PolyA RNA-Seq 267,602,146 | 76
ENCSRO00AJA Single-cell RNA-Seql | 38,377,124 | 100
ENCSRO00AJH Single-cell RNA-Seq2 | 47,896,396 | 100
ENCSRO00AKF H3K4mel 42,763,056 | 36
ENCSR145XQO HDGF 41,626,373 | 101
ENCSR387QUV RELB 25,652,682 | 101
ENCSRO00DZN CTCF-Snyder 25,463,397 | 36
ENCSRO0O0AKA H3K4me3 20,221,959 | 36
ENCSRO00DYS JUND 18,701,295 | 36
ENCSRO00AOW H3K79me?2 16,073,184 | 36
ENCSRO00AKE H3K36me3 15,239,685 | 51
ENCSRO00AOV H2AFZ 14,724,790 | 36
ENCSRO00AOX H3K9me3 14,049,420 | 36
ENCSROO0OAKB CTCF-Broad 11,026,086 | 51
ENCSROO00BIF rnap2 10,428,778 | 36
ENCSRO00AKC H3K27ac 10,410,928 | 51
ENCSRO00AKG H3K4me2 9,815,194 51
ENCSRO00AKI H4K20mel 9,757,368 51
ENCSROO0AKD H3K27me3 8,454,639 51
ENCSROO0OAKH H3K9ac 7,981,456 51
ENCSRO0O0DKV CTCF-Iyer 7,614,943 35
ENCSRO00BGD rnap2 7,516,461 36
ENCSROO0OBGR PBX3 6,119,046 36
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