
Accomplishments

We have only started setting up the projects related to this project. Also, we have been working on setting up with our project collaborator in University of California at Berkeley.

We have started also started setting up the projects and building collaborations with Global Alliance for Genomic Health Consortium (GA4GH) and various genomic consortia and journal editors.

What were the major goals and objectives of the project?

The goals of this project include development of theoretical frameworks (Aim 1) and software tools (Aim 2) for quantifying private information leakage from RNA-sequencing datasets.

What was accomplished under these goals?

Aim 1: Development of a Statistical Formalism for Leakage from QTL Sets
The majority of our efforts have been around setting up the projects and datasetsWe have started formulating information theoretic measures for estimating sensitive information leakage from QTL datasets.  We have published PrivaSeq tool for computing sensitive information leakage from gene expression datasets [1]. 

Our privacy formalism was covered in the original Aim 1 of the grant. We, luckily, were able to get this published soon after it was announced that the grant would be funded.
Aim 2: Instantiating the Linking Attacks

We have been working on developing practical ways of instantiating linking attacks. These enable us to test the extent of risks around the linking attacks on real datasets. We have been communicating with GA4GH consortium for a possible collaboration. We are establishing connections for running our software tools on GA4GH consortium software pipelines. We will make our tools part of the standardized pipelines that GA4GH consortium distributes. This will increase the visibility of our tools significantly.
Aim 3: Building Privacy Enhancing File Formats
[bookmark: _GoBack]We also published another paper where we outline basic rules for building supplementary materials [2]. Our work on the supplementary materials is related to the aims of the grant, particularly Aim 2,  in that a major part of the grant is developing practical approaches (eg file formats) for enhancing data privacy. A big way formats and summary analysis are presented is through the supplements of papers and the structuring of them thereof; we present some proposals for structuring supplements. We have also been discussing implementing these with various journal editors (eg for Genome Biology and Nature).

What opportunities for training and professional development did the
project provide?
N/A

How were the results disseminated to communities of interest?
The current software tools and results can be accessed through privaseq.gersteinlab.org

What do you plan to do during the next reporting period to accomplish
the goals and objectives?
We will continue developing theoretical frameworks for protecting datasets. In particular, in the next year, we plan to continue work on all aims of the grant, focusing more on Aim 2, developing practical software and file formats and ways of protecting privacy. We will also generalize the formalism that we developed for SNVs to structural variants and splicing.
    We will also generalize the first aim the grant, which focuses on SNVs, to a general system for quantifying leaks and for developing practical attacks, now focusing on SVs and other types of variants such as splicing variants.



Products
N/A

publications, conference papers, and presentations
We made a presentation in the Biological Data Sciences meeting in Cold Spring Harbor Laboratories in October 26-29, 2016.

website(s) or other Internet site(s)
All the data and software can be accessed through privaseq.gersteinlab.org

technologies or techniques
N/A.


other products, such as data or databases, physical collections, audio
or video products, software, models, educational aids or curricula,
instruments or equipment, research material, interventions (e.g.,
clinical or educational), or new business creation.
N/A

Participants and Other Collaborating Organizations
Steven Brenner from University of California at Berkeley

Impact
Our project has very high impact.

Changes in approach and reasons for change
N/A

Actual or anticipated problems or delays and actions or plans to resolve them
N/A
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## RESPONSE
))

    We anticipate a large carry forward in the budget. Much of this has to do with administrative issues, i.e., the first year is funded for nine months, as opposed to 12, even though we got our full budget. Also, it took quite a while to get the grant set up at Yale and subsequently to get our large sub-contract set up at Berkeley. Scientifically, we feel that carrying forward the money make sense, since we are initially focusing on the formalism, but we anticipate needing more work with software development for the latter stages of the grants involving practical file formats, particularly after we get some feedback from our initial interaction with consortia such as GA4GH and various journals or repositories.




Changes that have a significant impact on expenditures
N/A

Significant changes in use or care of human subjects, vertebrate
animals, biohazards, and/or select agents
N/A

Concise summary of the outcomes or findings of the award, written for
the general public in  clear and comprehensible language, without
including any proprietary, confidential information or trade secrets
In our studies, we have found that new types of genetic data can cause privacy concerns. This is surprising because these data were previously assumed to be safe with respect to privacy. We are currently working on developing new ways of mitigating these privacy issues. 

REFERENCES
1. Harmanci A, Gerstein M: Quantification of private information leakage from phenotype-genotype data: linking attacks. Nat Methods 2016, 13:251–256.
2. Greenbaum D, Rozowsky J, Stodden V, Gerstein M: Structuring supplemental materials in support of reproducibility. Genome Biol 2017, 18:64.

