Genomic Privacy

Personalized genomic data generation is
booming

Main focus is on protecting variants

“Detection of genome in a mixture”

* Individuals give consent to participate but
request anonymity
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Larger and more datasets leads to more

realistic risks of linking attacks, that may be

much more damaging than detection of
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Linking Attack Scenario
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Linking Attack Scenario
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Representative Expression, Genotype, eQTL
Datasets

* mRNA sequencing for 462 individuals S=UVALIS (S

* Publicly availableQuantification for protein
coding genes

* Approximately 3,000 cis-eQTL (FDR<0.05)
* Genotypes are available from the 1000 Genomes Project



EX |
pression and Genotype Distribution

-------------------------------------

Frequency



Information Content and Predictability

/ Individual has variant 1 \

1
genotypes gi, gz, ---» gn = . _ .
I CI for variants V, Vj, ...,Vn) log Frequency of +log Frequency of .+ log Frequency of

V; genotype V5 genotype V,, genotype
g1=2 g2=1 Gn = 2
3, K 3, 3, \
S| : S S
- 012 - 012 - 012
V; genotype V, genotype V, genotype
frequencies frequencies frequencies

/ Joint expression Conditional distribum

genotype distribution of V given E = e
N Slice the joint ?
eQTL k distributionate, @
3 >3
E V i‘; "".\-_\;\;,\ . ..... 1% 012
- L 9 Genotype

(Expression of (Genotype of variant
gene k) associated with 6}0 e

expression of gene k) Compute

entropy

, Yy
\ T[(V|E=)= e—H(V|E=e)/




Information Content and Predictability
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Per eQTL and ICI Cumulative Leakage versus Genotype
Predictability
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Cumulgﬂtive Leakage versus Joint Predictability
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Steps in Instantiation of a (Mock) Linking Attack
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Extremity based Simplified extremity based
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Extremity based linking with Attacker can estimate the

homozygous genotypes rellablllty of |InklngS
0
@ ©
< 0.8 2
= >
= i)
=
206" B
E s
0 o
= o
> 04| 2
c =
5 —— Genotypes o
E 0.2- —— Genotypes + Gender d  thresholds
w ——— Genotypes + Population 1,2
Genotypes + Gender + Populatio ——— Random thresholds
0.0 ' ' 0.6 ! . .
0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Absolute Correlation Threshold Sensitivity

Sensitivity: Fraction of individuals that are PPV: Fraction of selected individuals that
correctly linked are correctly linked



Joint Genotyping
And Phenotyping
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