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Genomic privacy is gaining much attention with the unprecedented increase in the bre
depth of personal “-omic” datasets-enfercesthe-data-sharingmechanismstoadaptio-,
the risks-asseciated-with-leakage-studies are focused on protection of genomic variagfhs in personal
genomes, the analysis of sensitive persenal-medicalinformation: i

asseciation-betweenthe genetic variantsand-the leakage in mol
identified-correlations-datasets, like functional genomics dataséts, is in its incemi&\. A significant

amount of leakage can be caused by the phenotype —to-genotdeentiﬁed by the

hile most of

genome-wide studies, where associations between large number of genetic loci and differen

for the individuals, for which only phenotype information

avaitable. When the-prediction-is

Qerformed over verya Iarge number of geneticlecithisallewspredicted genotvpes the adversary

In this paper, we study the characterizability of individuals in the context of linking attacks, where an
adversary aims at revealing an individual’s sensitive information by matehinge+linking; the entries in
phenotype and genotype datasets. While doing this the attacker utilizes a third dataset that contains the
genetype-te-phenotype-to-genotype correlations. We focus on the correlations between genotypes and
gene expression levels reported in eQTL datasetssWe first perform-a-guantitativeanalysisquantitatively
assess the relation between the amount of inforfation leakage the adversary can cause by genotype
prediction and i Hi
We propose two quantification metrics that gan be used for evaluating the amount of leakage at
different levels of prediction-correct predicgability. We then present a generalizedgeneral framework for
analysis of the individual characterization and evaluate the fraction of characterizable individuals in a

how accurately the leakage can be performed.

general setting on the representative dafaset. For-a illustrating the practicality of these analyses, we
present a simple practical genotype prégdiction method, which, when employed on a representative
action offindividuals char @able Overall, the quantification metrics and

G\N

dataset, yields a signifi




the analysis framework can be utilized ein analysis of individual characterizability in other gernetype-teo-
studies where phenotype-correlation-studies-to-genotype correlations are investigated.




