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ABSTRACT

The unprecedented increase in the breadth and depth of -omic datase{s enforces ae data sharing

mechanisms to adapt to the risks associated with leakage of sensitive p edical information. As

our understanding increase about how sensitive phenotypes like disease status relate to the molecular
signatures in the -omics datasets, the risk that an individual can be characterized in terms of their .

sensitive information also increases. As individuals take part in different -omic profiling studies, the

probability that they can be characterized increases substantially.

In this paper, we study the characterizability of individuals in the context of linking attacks, where an

adversary aims at revealing an individual’s sensitive information by matching, or linking, the entries in

two datasets. We focus on a scenario where one dataset contains variant genotypes and identities for a

set of individuals and the other dataset contains the gene expression levels and disease states for

another set of individuals, whose identities are removed from the dataset. The attacker aims at

exploiting the correlations between variant genotypes and expression levels, which are available in

public eQTL datasets, to predict the genotypes of the variants using the expression levels in second ‘L@
dataset. Attacker then matches the predicted genotypes to the first dataset so as to link the disease [\3&
states to the individual identities to characterize the disease state of the individuals in first dataset. Q




In this scenario, we first perform a quantitative analysis of th tradeofthween the characterizing

information leakage and the correct predictability of the infow propose two quantification

metrics that can be used for evaluating the amount of leakage at different levels of prediction. We then

present a generalized framework for analysis of the individual characterization and evaluate the fraction

of characterizable individuals in a general setting on the representative dataset. For a illustrating the

practicality of these results, we finally present a simple practical genotype prediction methgel, which,

when employed on a representative dataset, vields a significant fraction of individuals charlcterizable. .

&

Overall, the quantification metrics and the analysis framework can be utilized for analysi

A
characterizing information leakage in large scale gene expression profiling datasets. 0 )<\,\
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The decreasing cost of DNA sequencing [1] has rendered a massive increase in the annuatlamount of

high-dimensional personalized “—omic” data being generated [2]. Many large consortia, like GTex [3],
ENCODE [4], 1000 Genomes [5], and TCGA [6], are generating large amount of kigh-dimensional—omics
datasets. Coupled with the generated data, the sophisticated analysis methods are being developed to
discovery-complex-bielegicaldiscover correlations between the molecular signatures and phenotypes,
which can contain sensitive information about individuals like disease status. It is therefore necessary
for the medelsfersharing mechanisms for these datasets to keep up with the analysis methods so as to

control the leakage of the predictable sensitive information in each study. L) L)

Several previous studies have demonstrated the possibility of individuatidentificationin v\ Qdi
differentleakage of sensitive information under specific scenarios by exploiting differentstatistical and

genomic attributes of the generated datasets. A review of breaches of genomic privacy can be found
[7]. In [8], authors propose a novel statistical analysis methodology for testing whether an individual is j

repeats on Y- chromosome can be used as an individual identifying biomarker. |
demonstrate that one can build a model for predicting genotypes for eQTLs using geT
levels and use the model to identify individuals with high accuracy.

In addition, different formalities have been proposed for protecting sensitive information. For example
differential privacy [11] establishes bounds on the leakage on sensitive information in statistical 0
databases. The main issue with this formality is that there is a stringent tradeoff between utility and

privacy. Thus, it has been shown that differential privacy mechanisms can decrease the utility of the

biological information [12]. In addition, homomorphic encryption [13], which enable performing

operations on encrypted data directly, are possible approaches that can offer protection of sensitive

information as the real data is never seen by the information processors. These approaches require from

very high computational complexity and storage requirements for encrypted data. Another well-



established formality is k-anonymization [14]. In this formality, the released dataset is anonymized by
different data perturbation techniques for ensuring that no combination of features in the dataset can
be shared by less than k individuals. This approach, however, is computationally very high complexity
with large features and usually not practical for high dimensional biomedical datasets. Several variants
have been proposed that extend k-anonymity framework [15, 16]. As the size and nature of the
biomedical datasets change, it is necessary to build analysis framewaorks that can quantify the

correlations between different data types that can lead to sensitive information leakage.

O~
characterizability of the individuals’ sensitive information in the context of linking attacks. In inking
attack, there are two datasets: The first dataset contains identities and gene expression levels for a set
of individuals. The second dataset contains genotypes and a piece of sensitive information for each Q
individual, e.g., HIV disease status, for another set of individuals. The attacker aims at linking the 6 L)’
identities in gene expression dataset to the sensitive information in genotype dataset by first predicting
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the genotypes of variants using the gene expression levels then matching the predicted genotypes to

the genotype dataset. For the prediction, the attacker utilizes publicly available eQTL datasets, which

report the genes and variants whose expressions and genotypes are significantly correlated. This attack

enables the attacker to characterize sensitive information about the individuals, and represents a
privacy breach.

The expression datasets generated by RNA-sequencing [17] can be utilized directly for identification of
personal variants directly from the reads. This can, however, be easily remedied by removing the

nucleotide information in the datasets [18] or by releasing only the quantification of gene expression K\a ?(g,v
levels in the publicly accessible datasets. i i ik b 0\ w
\&9(

N g,

identificationfromgene-expression-datasets-isEven when only the expression levels are released,

expression quantitative trait loci (eQTLs) can be utilized for linking gene expression datasets to the

genotype datasets. Each eQTL contains a common genetic variant and a gene-expressien such that the
genotype of the variant is significantly correlated with the expression level of the gene. Each eQTL entry 5
contains typically the strength of the correlation and a gradient information that tells which genotype is

associated with higher or lower expression level. The eQTLs are especially useful since there arelarge ; e

.

eQTL datasetsthatare publichavailable-online- is a large and growing

compendium of public eQTL datasets. For example, GTex project hosts approximately 30 million eQTLs

whose gradient and significance information can be viewed freely through eQTL Browser{P\eite- GFex
Browserl:[3].




The paper is organized as follows: We first analyze the predictability of the SNPs and evaluate the
tradeoff between the amount of identifying information recovered versus the predictability of the eQTLs
using expression datasets. Next we present the 3 step individual identificatiencharacterization

framework and study different aspects of vulnerability using the framework. We utilize a representative

dataset and evaluate the fraction of characterizable individuals in a general setting. In the last section, to

illustrate a practicality of the attack scenario, we present a reveland-simple but-effectiveand generally
applicable genotype prediction method;~which-can-be-employedin-meostscenarios,and-useitinour

framework and evaluate the fraction of characterizable individuals on the representative dataset.

2 RESULTS
2.1 Overview of the Privaey Breachinglndividual Characterization Scenario (\0
by Linking Attacks

Figure 1a illustrates the privacy breaching scenario that is considered. In the context of breag
two datasets. First dataset contains gene expression levels and i itive-i i
disease status} (HIV+/HIV-) for n, individuals. The gene expression dataset is de-identified b

the names. This dataset is releasereleased for public access. The second dataset contains the genotypes -
and the identities for n,, individuals. We assume that this dataset is released with restricted access. It

should be noted that the number of individuals in genotype dataset is assumed to be larger than the

number of individuals in expression dataset. The adversary gains access to both datasets and intends to L
identify the identitiesdisease state (i.e., HIV+ or HIV-) of each of the n, individuals in the gene ‘\/\‘49‘\
expression dataset. For this, attacker predicts the genotypes of the variants for each individual in gene @4 (,9
expression dataset and links the individuals in the expression dataset to the individuals in the genotype \?

dataset. The linking process is basically comparison of the predicted genotypes for each individual and
identifying the best matching individual. In the genotype prediction, the attacker concentrates on
expression quantitative trait loci (eQTL) in the attack. The attacker aims at exploiting the correlation
between the eQTL variant genotypes and eQTL gene expression levels for predicting eQTL variant
genotypes with high accuracy.

Figure 1b illustrates the eQTL, expression, and genotype datasets. The eQTL dataset is composed of a list
of gene-variant pairs such that the gene expression levels and variant genotypes are significantly
correlated. We will denote the number of eQTL entries with n,. The eQTL (gene) expression levels and
eQTL (variant) genotypes are stored in n, X n, and n, X n,, matrices e and v, respectively, where n,
and n, denotes the number of individuals in gene expression dataset and individuals in genotype
dataset. k" row of e, ere, contains the gene expression values for k" eQTL entry and ey,j represents
the expression of the k" gene forjth individual. Similarly, k row of v, ¥V}, contains the genotypes for
kt" eQTL variant and vy, j represents the genotype (v ; € {0,1,2}) of k variant for j* individual. We
assume that the variant genotypes and gene expression levels for the k" eQTL entry are distributed
randomly over the samples in accordance with random variables (R¥RVs) which we denote with V,_and



between the eQTL ge QTL expression level. The sign of p(Ey, Vi) represents the
direction of association, i.e., which genotype corresponds to higher expression and the magnitude
represents the strength of the association. This forms the basis for correct predictability of the eQTL
genotypes using eQTL expression expression levels: The homozygous genotypes associate with the
extremes of the gene expression levels, i.e., the highest of the lowest levels of expression and the
heterozygous genotypes associate with moderate levels of expression. Most of the eQTL studies utilize
complicated linear models to identify this association between the genotypes and the gene expression
levels.

For generalization of the analysis, we assume that the attacker can utilize a prediction model that can
estimate the a posteriori distribution of the eQTL genotypes given the eQTL expression levels, i.e.,
p(Vi|Ey). This allows us to quantify the individual identifying information and also analyze the fraction
of individuals that are vulnerable to linking attack in different settings, without making any assumptions
on the prediction model that is utilized by the attacker.

2.2 Quantification of Tradeoff between Predictability of the SNP Genotypes
and Leakage of Individual IdentificationCharacterizing Information

HPsedictabilisy of

In the context of the linking attack introduced in Section 2.1, the attacker aims to correctly
identifycharacterize n, individuals in the expression dataset among n,, individuals in the genotype

dataset- whoseg disease states are known. In order to identifycorrectly characterize an individual, the

attacker should‘select a set of eQTLs that he believes he can predict correctly. Next, given the
individual’s expression levels, the attacker should predict the genotypes for the selected eQTLs correctly
such that the predicted set of genotypes are not shared by more than 1 individual, i.e., the predicted
genotypes identifircan be matched to the correct individual. In other words, the frequency of the set of

predicted genotypes for the selected eQTLs should be at most ni We can rephrase this condition as

v

following in information theoretic terms: If the attacker can reliably predict log,(n,) bits of information
using the genotypes predicted from expression data for an individual, the individual is vulnerable: to
characterization of their disease state. It should be noted that, assuming the independence of the

genotypes for different eQTLs, we can decompose the quantity of individual idenrtifiringcharacterizing
information that is leaked for a set of n correctly predicted eQTL genotypes:

Sum individual characterizing
information for all variants

n n
HHCI{Vy = g1,V = g2 s Vi = gn})%egep%;gva}= Z —log(p(Vi = gx))
k=1

k=1 Convert the genotype
frequency to number of bits
that can be used to characterize
individual
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where V}, is the RV that corresponds to the genotypes for the k™ eQTL-and, g is a specific genotype fer

the-eQTL(Refer to Methods Section 3.1 for more details), and p(V;, = g ) denote the genotype
frequency of g, within the population, apd #//C/ denotes the total individual identifyingcharacterizing

information. Evaluating the above formula, #Cl increases as the frequency of the variant’s genotype g,
decreases. In other words, the more rarelgenotypes contribute higher to #C/ compared to the more
common ones. Thus, individual identifyinglinking information can be interpreted as a quantification of
how rare the predicted genotypes are. The attacker aims to predict as many eQTLs as possible such that
HICI for the predicted genotypes is at least log(n,,).

In order to maximize the amount of #//Cl, the attacker will aim at correctly predicting as many eQTL
genotypes eorrectly-as possible. The (correct) predictability of the eQTL genotypes from expression
levels, however, varies over the eQTL dataset as some of the eQTL genotypes are more highly correlated
(i.e., more correctly predictable) with the expression levels compared to others, given in |p(Ey, Vi)|.

Thus, the attacker will try to select the eQTLs whose genotypes are the most correctly predictable to
maximize #Cl leakage. Although p(E}, V) is a measure of predictability, it is computed differently in
different studies. In addition, there is no easy way to combine these correlation values when we would
like to estimate jointly the predictability of multiple eQTL genotypes. In order to uniformly quantify the
joint predictability of the eQTL genotypes fremusing the expression levels, we use an information
theoretic measure. We use the exponential of the entropy of the conditional distribution of genotype
given gene expression level as a measure of predictability. Given the expression levels for jth individual,
we compute the predictability of the k" eQTL genotypes as
Randomness left in V,
given Ex=ey,j
(Vi|Ex = ey;) = exp(—1 X H(V|Ex = ex;) )

Convert the entropy to
average probability

where 1 denotes the predictability of Vj given the gene expression level ey ;. T can be interpreted as
the average probability (over sampling of individuals from the general population) that the attacker can

correctly predict the eQTL genotype given the expression level. In the above equation for m, the
conditional entropy of the genotypes given the gene expression level is a measure for the randomness
that is left in genotype distribution when the expression level is known. In the case of high predictability,
the conditional entropy is close to 0, and there is little randomness left in the genotype distribution.
Taking the exponential of negative of the entropy converts the entropy to average probability of correct
prediction of the genotype. In the most predictable case (conditional entropy close to 0), i is close to 1,
indicating very high predictability. In order to extend the predictability measure to multiple of eQTLs, we
use exponential of the negative of joint conditional entropy. (Refer to Methods Section 4.1 for more
details).

At this point, it is useful to note that there is a natural tradeoff between the correct predictability of
eQTLs and the leaking individual identifying information. For example, the eQTLs that have the highest

individual identifyingcharacterizing information, i.e., high —1og(p(Vk = gk)), must have small genotype



= ?rquency in the population. The low frequency genotypes, however, are most likely not highly
é/ correlated with the gene expression levels, i.e.,  is smaller for those variants.

<‘The relation between ICl and 7 is important as the ICl quantifies the amoun; leakage in

characterizability that Pe predicted eQTL genotypes and 1 quantifies how likely that characterization
canh occ how use ICl and  to evaluate how predictability changes with increasing leakage in

’ —jche individual characterizing information on the GEUVADIS dataset, which we use as a representative

dataset. As discussed earlier, the attacker will aim at predicting the largest number of eQTL genotypes

given the -expression levels: to maximize his characterization po rkhis, we assUme the attacker

will sort the eQTLs with respect to the absolute value of correlatiQn t
starting from the first eQTL. Within-this-seenarie;+rln order to evaluate
identifying information of the top predictable eQTLs and their predictabilit\gs, we plotted average #IC/
eported |p(Ex, Vi)|.

s ethen
1
Q)

predict the eQTL genotypes
e tradeoff between the

versus average 7 in Fig 2. For this, we first sorted the eQTLs with respect to t
Then for top n=1,2,3,...,20 eQTLs, we estimated mean m and mean #Cl over all the

plotted mean m versus mean #Cl for each n which is shown in Fig 2a. There is significant leakage of #ICI
at 20% average predictability, there is approximately 7 bits of leakage and at 5% predictability, there is
around 11 bits of leakage, which is enough to identify, on average, all the individuals in the sample
dataset. (At 12.4% predictability, the leakage is approximately 9 bits for 6 top eQTLs.) Figure 2b and 2c
also shows the average leakage for the randomized eQTL dataset where the genes and eQTLs are
shuffled to generate a background model. The leakage is significantly smaller compared to the original
eQTL dataset; at an average predictability of 12.4%, the average leakage is approximately 3.5 bits.
TheseOn the representative dataset, these results shew-the-extentillustrate that there is substantial

amount of leakage at significant levels of identifitinginformationfrom-the-gene-expression
datasets.predictability.

2.3 A Generalized Framework for Analysis of Individual
IdentificationCharacterization

Fellowing-theresultsintheprevieus|n this section, we present a 3 step framework for individual
identification-characterization in the context of linking attacks. Figure 3a summarizes the steps in the

individual identifieatiencharacterization for each individual. The input is the gene expression levels for
jth individual in the expression dataset, e;. The aim of the attacker is to correctly identifying-eachlink the
disease state of the ng-individualsindividual to the correct identity in the expressien-datasetin-genotype
dataset. In the first step, the attacker selects the eQTLs (among n, eQTLs) that will be used in linking jth

individual. The selection of eQTLs can be based on different criteria. As described in the previoyg

the effect of changing correlation coefficient.

The second step is genotype prediction for the selected eQTLs using a prediction model.
For general applicability of our analysis we are assuming that the attacker’s prediction model can
reliably construct the posterior probability distribution of the genotypes given the gene expression



levels. The attacker then uses the posterior probabilities of the genotypes to identify the maximum a
posteriori (MAP) genotype for each eQTL. In this prediction, the attacker assigns the genotype that has
the highest a posteriori probability given the expression level (Refer to Methods Section 4.3). The third
and final step of individual identificatiencharacterization is comparison of the predicted genotypes to

the genotypes of the n,, individuals in genotype dataset to identify the individual that matches best to
the predicted genotypes. In this step,- the attacker links the predicted genotypes to the individual in the
genotype dataset with the smallest number of mismatches compared to the predicted genotypes (Refer
to Methods Section 4.4).

fiWe-assurme that-the-attacker selects the-eQTL- using-2different criteria {1} Absolute value-of the gradient of correlation reported-in the-eQTi-resource {2} Estimated- the genotyper Entropy-of- genotypes-for-each indiiduatl}

2.4 Fraction of Individuals Vulnerable to Characterization
In this section, we utilize the general setting we presented in Section 2.3 and evaluate the fraction of

value of the reported correlation between the variant genotypes and gene expression levels to select
the eQTLs. Fig SXX shows the distribution of the absolute correlation levels for the eQTL dataset. The
genotypes for the selected eQTLs are predicted using MAP prediction (Refer to Methods Section 4.3).

characterizable individuals in the representative dataset. We assume that the attacker uses the absolute ,‘(

Figure 4a shows the number of selected eQTLs and the fraction correctly predicted MAP genotypes with

/ | Formatte

changing absolute correlation thresholds.

q

Using the list of predicted eQTL genotypes selected at each absolute correlation cutoff, the attacker
performs the 3" step in the attack and links the predicted genotypes to the genotype dataset to identify Dg C
ﬂ
4

individuals (Refer to Methods Section 4.4). Figure 5a shows the fraction of vuln ividuals.

fraction of vulnerable individuals increase as the absolute correlation threshdlld increases fraction is

maximized at around 0.35. At this value, 95% of the individuals are vulnerable: xplained by
the increase in identifyringcharacterizing information leakage as the accuracy of the predicted genotypes <

increase while there is a balancing decrease in the identifyingcharacterizing information leakage with

decreasing number of eQTL genotypes predicted.

We also evaluate the easescenario when the attacker gains access to auxiliary information. As thée
sources of auxiliary information, we use the gender and population information that is available for all
the participants of 1000 Genomes Project on the project web site. We assume that the attacker either
gains access to or predicts the gender and/or the population of the individuals and uses the information
in the 3™ step of the attack (Refer to Methods Section 4.4). Figure 5a shows the fraction of vulnerable
when the auxiliary information is available. When the auxiliary information is available, more than 95%
of the individuals are vulnerable to identificationcharacterization for all the eQTL selections up to when
the absolute correlation threshold is 0.6. These results show that a significant fraction of individuals are

vulnerable for most of the correlation thresholds that the attacker can utilizechoose.



2.5 Individualldentification-with-Individual Characterization using
Extremity Attackbased Genotype Prediction

In the previous seetienssection, we presented guantification-ofleakage-in-individuatidentifying
informationand-a general framework for analysis of vuInerablllty-and—studwd—qu—nwnbe%ef—e*pﬁes&en

. For the




framewerk:-scenarios, we assumed that the attacker c correctlv reconstrugh the a posteriori

distribution of genotypes given the gene expression Ieve sed to estimate the MAP
genotype.

In this section, we present a simple approach for estimating the a posteriori distribution of eQTL

genotypes given the expression levels. For this, the attacker exploits the knowledge that the eQTL
genotypes and expression levels are linearly correlated with each other and therefore extremes of the

gene expression levels (highest and smallest expression levels) coincide with extremes of the genotypes

(homozygous genotypes). Therefore, given the gradient of association, the attacker cansvery roughly

estimate the joint distribution of the eQTL genotypes and expression levels. This idea is illustrated Fig

XX. Using the joint distribution, the attacker can compute the a posteriori distribution of\genotypes

given gene expression levels. To quantify the extremeness of expression levels, we Tse a statistic we

termed extremity. For the gene expression levels for k™ eQTL, ey, extremity of the j* individual with

expression level ey ; is defined as

) rank-ofepinfbres—regjrank of ey jin {ey 1, €x 2, -, €k n,
extremlty{eﬁ(ek’j) — — g k,j {nkl k,2 kn }_ 0.5.
e
w#me—e;;is—the—e*p#e&sien%ef—kih-mwéua#Extremity is bounded between -0.5 and 0.5. Figure SXX

shows the mean absolute extremity distribution of all the gene expression levels for all the individuals.

The-average-absolute-extremity-perindividuaks-around-0-25.The posterior distribution of k™! eQTL

genotypes can be formulated as

_ foif extremity(ekj) X p(E, Vi) >0
€r j) = . '
1 otherwise

FigureXX-ilustratesP (V, = 0 | E,

P(Vk=2 |Ek

_(1if extremity(ekj) X p(Ey, Vi) >0
€k j) = . ’
0 otherwise

P(Vk=1 |Ek=ek’j)=0.

From the a posteriori probabilities, when the sign of the extremlty at-t-aek—Bet—ream-t—y—at—taeleu%Ha—zes—t—he

asseera%tea—bet—ween—teL—geqet-ype—and e*presaeﬁ—leve#s—fs—pesﬁwethe reported correlatlon are the

same, the individuals-that-have-high-positive-extremity-are-meosthikely-to-have-attacker assigns the
genotype value of 2, and the-individuals-with-high-negative-extremity-are-most-likelyto-have
eQTLotherwise, genotype value ef0-and-vice-versa-whenthegradient0. Finally, the genotype value 1 is
never assuzned in this predlctlon method, i.e., the a posterlorl probability is regative—One-aspectofthe

probabilities, we utilized extremity based prediction and assessed the accuracy. Figure XX shows the




accuracy of genotypes predictions with-extremityattack-changing correlation threshold on the selected
set of eQTLs. As expected, the accuracy of genotype predictions inereaseincreases with increasing

correlation threshold.

We next usedutilized the extremity based prediction in the 2™ step of the individual
identificationcharacterization framework (Fig 2}—FigX¥%-shews) and evaluated the fraction of
virerablecharacterizable individuals_in the GEUVADIS dataset. We utilized the correlation based eQTL
selection in step 1, then extremity based genotype prediction in step 2. In step 3 the individual is

assigned as the individual whose genotype matches closest to the predicted genotypes. Fig XX shows the

fraction of vulnerable individuals. More than 95% of the individuals are vulnerable for most of the

parameter selections. In addition, when the gender and/or population information is present as auxiliary
information (red and green eelered-plots), the fraction of vulnerable individuals increases to 100% for
most of the eQTL selections. These results suggest that linking attack with extremity based lnrking

attackgenotype prediction, although technically simple, can be utilized-togenerate-a-significantamount
efvutnerabilityextremely effective in characterizing individuals.

3 CONCLUSION AND DISCUSSION

In this paper we first analyzed the

leakage of individual characterizing information and its predictability. We also proposed a framework for

analysis of sensitive individual characterizing information leakage in the context of linking attacks. The

premise of sharing genomic information is that there is always an amount of leakage in the sensitive

information [19]. We believe that the quantification methodology and the analysis framework can be

applied for analysis of the ICI leakage in the genomic datasets where the correlatiy tions between
datasets can be exploj T performing linking a ‘ N ‘ V 0{% K¢

The analysis @)ff between predictability and leakage of ICI ¢
proposed for measuring predictability

be generallz in two ways in

future studies\&irst, the information theoretic measures

versus the #/Cl leakage can be utilized for analyzing the tradeoff in other biomedical datasets where
correlations can be exploited in linking attacks. Second, the analysis that we performed can be used to
extrapolate the number of vulnerable individuals in a large dataset at different predictability levels. For
example, in Figure XX, at 5% predictability level there is 11 bits of ##/Cl leakage, which can identify on
average 2000 individuals. At 1% predictability, there is around 18 bits of #//Cl, which can identify on
average approximately 64000 individuals. Depending on the privaeyprobability of leakage that can be
tolerated, the predictability versus #/Cl leakage can be utilized to prepese-nrew-metriesfor
guantifyirgassess whether the risk-ef-ndividuatidentificationdataset can be released to public access or
not.




sl forundosstanding which sty Lo hide-snd-which-to-sevest

Compared to other formalities, our study aims more to characterize the leakage of individual identifying
information. Differential privacy formality, for example, aims at proposing release mechanisms for
statistical databases where the mechanism guarantees that queries return results such that the
probability of identifying a specific individual’s contribution to the result is vanishingly small. In order to
maximize the utility of the biological data, it is, however, necessary to analyze the points of sensitive
information leakage so that one can design the utility maximizing release mechanisms {49}:[20]. Our
study contributes to quantifying the individual identifying information leakage.

o - bis-of genderinfosmation-can-be casily-pradicted-from how-does- - this-justfies the-Fact that we-eed-“buffering” - anonymization 4o-protect

[Following reads disconnected from previous paragraphs, must do a better transitionl]

We also introduced a simple yet effective approach for identificatiencharacterization of individuals. The
approach utilizes extremity based genotype prediction. When employed in the individual identification

framework, this simple approach renders a very significant number of individuals vulnerable. This
| illustrates the amount the viability of individual identificationcharacterization from gene expression

datasets.

—— 4 METHODS

4.1 Quantification of Individual Identifying Information and Predictability
To quantify the individual identifying information, we use surprisal, measured in terms of self-
information of the genotypes:

HHCI(Vie = gij) = 1(Vie = gij) = —log(®@(Vie = gxj))

where V} is anthe RV that represents the k*th eQTL genotype-RV and g (ge{0,1,2}) is a specific
genotype for G, p(G = g) is the probability (frequency) of the genotype in the sample set and LHICI

denotes the individual identifying information. Assessing this relation, the genotypes that have low
frequencies have high identifying information, as expected. Given multiple eQTL genotypes, assuming
that they are independent, the total individual identifying information is simply summation of those:

N
ICI({Vy = vy ;,Vo =0y, .., Vy = vy }) = — Z log (p(Vk = vk,j)).
k=1

We measure the predictability of eQTL genotypes using an entropy based measure. Given the genotype
RV, Vi, and the correlated gene expression RV, Ej,



n(Vi|Ex = e) = exp(—H (Vi |Ey = e))

where 1 denotes the predictability of V(;,) given the gene expression level e, and H denotes the entropy
of I, given gene expression level e for E}, . The extension to multiple eQTLs is straightforward. For the
j*th individual, given the expression levels e ; for all the eQTLs, the total predictability is computed as

@ = ex;}) = exp(H(={Vi} [ {Ex = ex,;}))

= exp (‘Z H(Vy|E, = ek.j)>
k

6

In addition, this measure is guaranteed to be between 0 and 1 such that O represents no predictability
and 1 representing perfect predictability. The measure can be thought as mapping the prediction
process to a uniform random guessing where the average correct prediction probability is measured by
TT.

4.2 Estimation of Genotype Entropy for Quantification of Predictability
[[How did we estimate the genotype entropy and conditional specific entropies?]]

[[We bin the expression values to log_2(N_i) different bins \cite{...}]]

4.3 MAP (Maximum a-posteriori) Genotype Prediction
[[Describe the binning and MAP selection of genotypes]]

[[Must include SNP selection such that some of the genotypes are not assigned
any genotype bc of the selection]]

4.4 Linking of the Predicted Genotypes to Genotype Dataset
Given a set of predicted eQTL genotypes for individual j, 7. ; = {ﬁl_j}, the attacker links the predicted

genotypes to the individual whose genotypes have the smallest distance to the predicted genotypes:

pred; = argmin{d(7.;,v.4)}.
a

pred; denotes the index for the linked individual and d(7. j, v. ;) represents the distance between the

predicted eQTL genotypes and the genotypes of the a’th individual:

Nq
A(0,5,v,0) = Y (1 =17, v1,1))
k=1

where I(Ty j, vy ;) is the match indicator:



100595) = {' g ratnd
FinaIIy,jth individual is vulnerable if predj = j. When auxiliary information is available, the attacker
constrains the set of individuals while computing d(ﬁ,j, U.,a) to the individuals with matching auxiliary
information. For example, if the gender of the individual is known, the attacker excludes the individuals
whose gender does not match while computing d(ﬁ.,j, v.,a). This way the auxiliary information
decreases the search space of the attacker.

4.5 Extremity Attack
[[Define the extremity attack: Correlation and extremity parameters]]
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5 DATASETS
[[GEUVADIS dataset, and eQTLs; 1000 genomes dataset]]
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